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3a 0e30IACHOCT HA 1eATa U YYEeHUIIUTE B KOMINIOTbPHATA MPeXKa B YYUJIHIETO
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npueTu Ha 3aceqanue Ha [1C ¢ mporokoa Ne 9/ 13.09.2024r na YET ,,Ctosin CapueB* n
3aceganue Ha [1C na YOY ,,bpaeme*, nporokosa Ne 9/ 13 .09.2024,r.
U YTBBP/IeHH OT qupekTopa cbe 3anoBen NeP/[-10-65/16.10.2024r.

Te3n npasuia ca pa3padorenu ot Ibp:kaBHATA areHIUs 32 3aKPUJIa HA 1eTeTo, B
napTHbopcTBO0 ¢ ['1aBHa jupeknusi ,,bopda ¢ opraHusupaHara npecTbIHOCT”,
Hauumonanen mneHTnhp 3a Oe3omaceH MHTepHeT, MHMHHCTepCcTBO Ha 00pa3oBaHHETO W
HaykaTa, PernonajiHo ynpasJjieHue Ha o0pa3oBanueTo — Cous-rpaj, pbKOBOAUTEIN HA
o0pa3oBateiHM HHCTUTYHUHM 0T Chlo3a Ha padoToaaTre/uTe B CHCTEMAaTa HA HAPOJAHATA
npocsera B buarapus, CapyxeHneTo Ha JUPEKTOPUTE B CPeIHOTO 00pa3oBaHue Ha P

bnarapus.
IenuTte Ha mpaBuIaTa ca aa ce:

. rapaHTupa NpPaBOTO HA JeTeTOo/y4eHHIUTe Ha [JOCTbI A0 MOAXOASAIIA
HHopManus U MAaTePHATIH B MpPexKaTa;

o OCHIECCTBH NPEBeHUHMs W CHHTEe3Wpa HA eAHO MsACTO MH(popmanusiTa 3a
OIIACHOCTHTE B HHTEPHET;

. NPEAOCTABAT KOHKPETHH HACOKM 324 3aKpH/a Ha JeTerTo u 0e30macHo
NOBe/JAeHHE B KOMIIIOTHPHATA MpesKa B IeTCKAaTa rpaJliHa U B YYUJIHIIE U B MHTEPHET,;

o No00pH KOOPAMHAIMATA M OTTOBOPHOCTHTE HA YYACTHHLHUTE H/WJIH

BCUYKH 3aUHTEPECOBAHU CTPAHM.

OTroBopHOCTTa 3a rapaHTHpPAHE MPABATA HA JIELIaTa U 3alIUTa HA TEXHUTE UHTEPECH €
CrojieJieHa OTTOBOPHOCT MEXIY CEMEWCTBOTO, OOIIECTBOTO M JbprKaBaTa, upe3 HEUHHTE
OpraHu ¥ MHCTUTYIMU. BbIpeku ToBa, Ta3u OTTOBOPHOCT € pa3lpenesieHa, KaTo TS ce Maja
MIPUOPUTETHO HA CEMEWUCTBOTO, MO-CIHEIIHATTHO Ha POJAUTEIINTE, HACTOMHUIIUTE, TOTICUUTEIINTE
WM IPYTUTE JUIA, TIPU KOUTO JIETETO € HaCTaHeHO, ToraBa Koraro € ouia mpeanpuera Msapka
3a 3aKpuiia Mo OTHOIICHHE Ha Hero. OTUUTANKK TpyAOBaTa aHTAKUPAHOCT HA POJTUTEIIHTE, B
HAKOM OT CIIy4auTe M TPYIAHOCTUTE, KOUTO M3MUTBAT B OTIJICKIAHETO U BB3NHMTAHHETO Ha
JIETETO, B OCHOBOIOJIArallisl MEXIYHApOJEH aKT 3a mpaBaTa Ha jaeretro KoHBeHuMsTa Ha
OOH 3a mpaBara Ha J1€Te€TO, KaKTO M B peAulla HOPMAaTUBHU aKTOBE OT HALIMOHAIHOTO HU
3aKOHOJIATEJICTBO, € IIOCOYEHO KaK OOIIeCTBOTO, COIMAIHUTE H 00pa3oBaTEIHUTE
WHCTUTYIIUH, U JIbprKaBaTa U3MbIHABAT T€3W CBOM OTTOBOPHOCTHU 3a OKa3BaHE HA aJ€KBaTHa
MOJKpENa Ha CEMEHCTBOTO, 3a 3aKpWja Ha JETETO W 3a 3allluTa Ha HETOBUTE MpaBa M
WHTEpECH.

Corimacio KouBennumsara Ha OOH 3a mpaBata Ha [€TE€TO, POJUTEIUTE HMAT
I'BPBOCTENIEHHA OTTOBOPHOCT 3a OCHUTYpsIBAaHE BHCIIMTE HHTEPECH Ha JEeTeTo Ja Obaar
IBPBOCTENIEHHO ChOOpakeHWe. Poautenure wiv, criopen ciydas, 3aKOHHHUTE HACTOWHUIH,
MONEYUTENIM WIM JPYrH JUlA, NMPU KOUTO AETETO € HACTaHEHO, HOCAT OTTOBOPHOCT 3a
OTTJICKTAHETO U PA3BUTHUETO HA JIETETO.
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JbpxaBata, upe3 HEHHUTE OpraHu, TpsOBa Aa MpeanpueMe MOIXOAAIIN CThIKY, 32 1a
MOJKPENH POAUTENINTE MPU U3IMBIHEHUETO Ha TEXHUTE OTTOBOPHOCTU. AKO HSIKOU POIUTENN
HE MOTaT WJM Ce 3aTpyIHSBAT, TO B TE€3HM CIIy4al CE€ HAMECBAT OTTOBOPHHUTE JbP)KaBHH
MHCTUTYLMH, 32 Ja OCUTYpSAT CIa3BaHETO Ha IpaBaTa Ha JETETO U 3aJ0BOJSIBAHETO Ha
HETOBUTE HYXIU. 3aJbJDKEHHE Ha Jbp)KaBaTa € OCUTYpSBAaHE PAa3BUTHETO HA MHCTUTYIUH,
3aBelleHHs W ycayru. B Tasm Bpb3ka posiiTa Ha 00pa3oBaTe€IHUTE HWHCTUTYLUHU €
M3KIIIOYUTEITHO Ba)KHA M KJIF04OBa. Te MoraT Ja JomnpuHecaT 3a 00yu4eHHEeTO M MPEeBEHLUATA
Ha PUCKOBETE HE caMO Ha JiellaTa, HO M Ha POJUTEINTE, KaTo 10 TO3M HA4MH MOTraT Ja uMaT
JIBOWHA IMOJI3a 3a Jernara. B Ta3u mocoka HACTOSAIIMTE MpaBUIIa, JaBaT OCHOBHH MO3HAHUS 3a
ONACHOCTHTE, KOUTO KpHUE BHUPTYAIHOTO IMPOCTPAHCTBO C LI€J OCHUTIYpsIBaHE 3aKpuijaTa Ha
JIETEeTO OT BPEIHH 32 HEero MH(popMaIys, MaTepuaaid 1 KOHTAKTH.

OcHOBHUTEe NPUMHLIMIHK 32 paboTa B KOMIIIOTbPHATa Mpexa B JETCKa IpaguHa U
YYWINIIE U B UHTEPHET ca:

1. PaBeH nocTbll HAa BCUYKU Jlela U yYCHULIU;

2. 3ammTa Ha Jerara ¥ yIeHUIUTE OT BPEIHO WIIM HE3aKOHHO ChAbPKAaHUE U
uHpopMalUs KaTo: caMOHapaHsABaHE, ThProOBUS C HApKOTHULM, Xa3apT, IpolaraHiupaHe Ha
BpEIIHU M OTIACHH HABUIU M JCHCTBHS KaTO aHOPEKCHS, OyIuMus, mopHorpadus, ToJepupaHe
Ha pa3IuyHu (HOpMHU Ha HACWIKE, MPOIOBS/IBAHE HAa TEPOPHU3bM, €THUUYECKA M PEITUTrHo3Ha
HETOJIEPAHTHOCT, CAMOYOHICTBO U JIP.;

3. 3auuTaHe W 3alllUTa Ha JITYHATA HEIPUKOCHOBEHOCT;

4. TloaroroBka M KOHTPOJ HA JIeNaTa U YICHUITUTE 32 OE30MIaCHO M OTTOBOPHO
MIOBEJICHUE OHJIAIH;

5. ChbTpyIHMYECTBO B AYX Ha TOJEPAHTHOCT U JOOPOHAMEPEHOCT MEXIY JIeTCKaTa

IpaJiiHa/yYUIIUIIETO U POJUTENNTEe/HACTONHULIUTE.

KommioThbpHaTta Mpeka B JeTCKa TpaJWHa ¥ YYWIHIIE C€ U3IM0I3Ba B
[eIarOrMYeCKUTe CUTyallud U yueOHM YacoBe caMo 3a oOpa3zoBaTenHu Lenu. Llsmata mpexa
oOxBamia KOMIIOTPUTE, CBBpP3aHU C KaOETHH W/WiM OE3KWYHM BPB3KH, CUTYHpPAHH B
KOMIIOTbPHUTE KaOWHETH, 000pyBaHH KJIACHU CTal U aJMUHUCTPATUBHUTE ITOMELICHUs Ha
oOpa3oBaTenHaTa WHCTUTYLUS, KAKTO M YCTPOMCTBaTa (TEPCOHAIHU CMApT(POHU, JAITONH U
TabJIeTH) ¢ O€3)KUUYEH JOCTBIT JO UHTEPHET.

Jleniata ¥ y4YeHHIMTE MMaT MPaABO Ha:

1. Pagen gocTbll 0 Mpexarta Ha 0Opa3oBaTeHaTa HHCTUTYLIUS, C U3KJIIOUEHHE Ha
KOMITFOTPUTE B aJIMUHUCTPATHBHUTE TIOMETIICHHS.

2. Pabota ¢ ycTpoiicTBaTa (KOMIIOTPH, JANTONH U TabJIETH) B Mpexkara C
MOJIKpeTiaTa Ha MeIarOrmdeckKy CIeIHAaIHCT.

3. OOyueHue 3a 0e30MacHO U OTTOBOPHO MOBEJIEHHE B MpexkaTa Ha 0Opa3oBaTeHaTa
WHCTHUTYLUS ¥ B UHTEPHET.

4. Wudopmanus 3a mpaBuiara 3a paboTa B Mpexara.

5. CurypHa nudpoBa cpeia B AeTcKaTa TpajuHa U yUYHUITUIIETO.

6. Ilom3BaHe Ha MOOWJIHUTE CH YCTPOICTBA U3BBH yueOHMS Mpoliec (ToYnBKaTa u
MEXy4acHusaTa), a TPy U3PUYHO yKa3aHWE Ha YYUTEN — U B y4eOHHUS dac/mearorudeckara
CUTYyallUs 32 LeJIuTe Ha y4eOHUs ITpoLec.

BAKHO! [lpaBunara 3a 6e3onmacHa paboTa B HHTEPHET, KOUTO JIeIIaTa U YUYCHUIIUTE
ca 3aJbJDKCHU Jla Clia3BaT, ce MOCTaBAT Ha BUIHO MACTO B oOpa3zoBaTelHAaTa MHCTUTYIIHS,
KaKTO ¥ B KOMITIOTBPHUTE KaOWHETH, Taka M Ha caiiTa Ha JeTcKara rpaanHa/y4yuiuiero. B
HayajloTO Ha YydyeOHaTa TOAMHA [0 TOJAXOAAL] HAUYMH BCHUYKM Jella U TEXHUTE
POIUTENN/HACTOWHUIIM/TIONICYNTENTM C€ 3alo3HaBaT ¢ TAX. [lemarosure mMepHOANIHO
HATIOMHST 32 TAX U 32 CUTYPHOCTTa B MHTEPHET B MOJAXOAALIN (POPMHU U IEHHOCTH, B KOUTO Ce
BKJTIOYBAT JIeNaTa/yICHUIIUTE W POAUTEIIUTE HM.

Yact |. OTroBopHOCTH Ha PHKOBOAUTEINTE HA 00Pa30BaTEIHUTE WHCTHUTYIHH,
Ha npodecHoHaTUCTHTE, padoTem ¢ AeHa U ¢ HHPOPMAIHOHHO-KOMYHHKAIMOHHH
texHoJorun (MKT)




JIMpeKTOpbT Ha/yUMIIHUIIETO:

1. Opranusupa AeHHOCTTA [0 U3M'BJIIHEHUETO HA TE€3H MPaBUia, U OCUTYPSiBa JOCTHI
70 KOMITIOThpPHATa Mpexka, €(PEKTUBEH M IMOCTOSHEH KOHTPOJ, IUIAHMPAHETO HAa MEPKH I10
opraHm3alusTa 3a clia3BaHe Ha MpaBWIiaTa 3a padoTara Ha Jelara U yYeHULIUTE B MpexaTa u
3aluTa OT BPEIHO UM HE3aKOHHO ChIbP)KaHUE B UHTEPHET.

2. OcurypsiBa mpu TEXHHYECKa Bb3MOXKHOCT IIpOCIiesiBaHe Ha Tpaduka,
OCBIUIECTBSIBAH Upe3 MpeKaTa Ha 00pa30BaTEIHATa UHCTUTYLIHS.

3. Ilpu koHCTaTHpaHe Ha cay4au Ha KUOEPTOPMO3, HE3aKOHHO ChIbpP)KAHUE U
MOBEJICHHE B MpeXaTra Ha oOpa3oBaTelHAaTa WHCTUTYIMS W/WIM B HHTEPHET YBEIOMsBA
He3a0aBHO KommeTeHTHUTe opranun — Jupeknus ,,ConuanHo noamomaraHe, 1o
MecTornpeOuBaBaHe Ha JeTeTo U [ maBHa aupeknus ,,bopda ¢ opraHu3MpaHara MpecThIHOCT ,
crienuaau3upanuar ornaen ,,Kudepnpecrsnuoct Ha MBP. B Te3u cimyyam oka3Ba HY)XHOTO
Ch/ICCTBME HA KOMIIETEHTHUTE OpraHd C 1eJd YCTAaHOBABAaHE HA U3BBPIIUTEIUTE HU
mpearnpueMa MEepKH 3a MPOTUBOJCHCTBHE U MPEMaxBaHE HAa CHOTBETHOTO ChIbpPXKAHUE OT
Mpexara Ha oOpa3zoBaTeIHaTa MHCTUTYIHA. Moke J1a mojyyaBa U KOHCYJITaHTCKa MOMOII OT
Hanmonanuus neHThp 3a 0e301aceH HHTEPHET.

4. OpraHu3upa B HAYAJIOTO HA BCsKa ydeOHA roMHA 3all03HABAHE HA Je1aTa u
YUEHUIIUTE U POJUTENINTE/HACTOWHULIUTE C MpaBuiIaTa 3a 6e3omacHa paboTa B Mpexara.

5. OcwurypsiBa OTTOBOPHO JIMIIE (CIY)KUTEI MM HACT BHHIICH CICI[HAIHCT), KOCTO J1a
M3MBIHABA GYHKIIMUTE HA CUCTEMEH aJIMUHHUCTPATOP.

YunTeanre, negarorn4ecKuTe CeuaIuCTH U PbKOBOAUTEINTE 110 HANIPABJIEHHE
HUKT ca nopxeu 1a:

1. PazscusBar mpaBuiaTa 3a 6€3011aCHO M OTTOBOPHO MOBEICHHE MPU paboTa B
MpeskaTa Ha 00pa3oBaTeIHATa MHCTUTYIUS U B HHTEPHET.

2. OcpliecTBIBaT NOCTOSHHO HAOIOICHNE M KOHTPOJ BbpXY paboTara Ha Aenara u
YUEHUIIUTE B MpekaTa Ha oOpa3oBaTeHaTa MHCTUTYLIUA B yueOHO BpeMe.

3. Ipennpuemar He3abaBHM MEPKH 3a MIPEYCTAHOBSIBAHE HA JJOCTHIIA HA Je1aTa 1
YUEHUIUTE JI0 HE3aKOHHO U BPEIHO ChAbPKAHKUE B MpEKaTa.

4. VYBemomsBaT He3a0aBHO JAUPEKTOPA HA JIETCKAaTa IpajinHa/yIHiIUIIETO U
HapyllaBaHe Ha MpaBuUiiaTa, Cydyad Ha KHOEPTOPMO3 WM MPU YCTAaHOBSIBAHE HA HE3aKOHHO U
BPE/IHO ChIIbpKaHUE WM TIOBEJIEHUE B MpeXkaTa.

5. Oxa3zBar mojkperna Ha Jielia ¥ YYeHHUIIH — O0EKT Ha KHOepTOpMO3, upe3
II'bpBOHAYAJIHA TICHXOJIOTHYECKAa MMOJKpEeNna OT YUYMJIMIIHMS ICUXOJOr, Ype3 pa3roBop OT
CTpaHa Ha MeJaror B J€TCKATa rpaJiiHa 3a CHU)KaBaHE Ha HAIIPEKEHUETO y JIETETO.

6. Curnamusupar npu HeoOxoaumoct dupexius ,,CoruanHo noanoMarase’ mo
MECTO)KMBEEHE Ha JIeTETO/YYeHHKa C I[e1 OIICHABaHE Ha HYXJaTa OT HAaco4YBaHE KbM
COLIMAJIHY YCIIYTH 3a OKa3BaHe Ha Mocie/Ballia moIKpena.

CHCTEeMHUST aIMUHHCTPATOP (CIY)KUTEN B 00pa3oBaTeIHaTa HHCTUTYIIHS ):

1. Ocurypssa obmara 6e30macHOCT U (YHKIIMOHATHOCT Ha MpexaTa.

2. Ilpeanara u mpuiara MepKu, OrpaHUYaBally JOCThIIA HA JelaTa U yYSHUITUTE JI0
BPEHO WJIM HE3aKOHHO CBhIbpXKAHHWE M TIOBEJACHHE B MHTEPHET B CBOTBETCTBHE C
JIeCTBAIIOTO 3aKOHOAaTeNCcTBO Ha PemyOnuka buarapus.

3. U3BbppmiBa mepuouyeH nperie] Ha KOMITFOThPHATa Mpeka Ha 00pa3oBaTeHaTa
WHCTUTYIUSl 32 HaJW4YME€ Ha BBH3MOXKHHU 3aIUlaXd U PHUCKOBE 3a CUTYpHOCTTa Ha Jielara u
YYCHHUITUTE TIPH pab0Ta B UHTEPHET.

4. Cnenu tpaduka, OCHIIECTBABAH Ype3 KOMITIOTHPHATA MpPEKa Ha 0Opa3oBaTeIHaTa
WHCTUTYITHS.

5. Tlpeanpuema He3abaBHM MEPKHU 3a MPEYCTAaHOBSIBAHE HA JOCTHIIA HA JeraTa u
YUEHHULUTE 10 HE3aKOHHO U BPEIHO ChIbpPKAaHUE B MpexKara.

6. VYBemomsBa He3a0aBHO AMPEKTOPA HA JAETCKATa IpaJuHa/yIHIIUIIETO IPU CITyYan
Ha KuOepTopMoO3, HapyllaBaHE Ha INpaBWjaTa WIM TP YCTAHOBABAHE HAa HE3aKOHHO
ChAbpKAHUE UM MOBEICHUE B MpEKarTa.



7. CwsppeiicTBa 32 yCTAaHOBSIBAHE Ha M3BBPIIUTENIN HAa KUOEPTOPMO3 U IIpUjIara MEpKu
3a OrpaHMYaBAHE HA TAKUBA CIyYau.

Yacr |l. [IpaBa u 0TTOBOPHOCTH HA POIUTEIUTE

Poagurenurte umar npagso aa:

1. TMonyuaBar unHpopmaius 3a pUCKOBETE U 3aIlsIaxuTe 32 6€30MacHOCTTa Ha
TEXHHUTE JeTa Py paboTa B MHTEPHET B JIETCKATa TPaInHA/YIUIIUIINETO U BKBIIIH.

2. bbpar cBoeBpeMeHHO HH(DOPMHpAHU, aKO JETETO UM € 00EKT Ha KUOEepTOpPMO3 B
JeTcKaTa rpaguHa/yauInIeTo.

3. YuacTBaT CbBMECTHO C PHKOBOJICTBOTO Ha 00pa3oBaTeIHATa HHCTUTYIUS IpU
paspelaBane Ha BCEKH KOHKPETEH Mpo0ieM, CBbp3aH ¢ HapyllaBaHe Ha MpaBUiIaTa OT CTpaHa
Ha TEXHUTE JIena.

4. VYyacTBaT CbC CBOM MPEJIOKEHHUS B ONPEACIITHETO HA MTpaBujIaTa 1 MEpPKUTE 3a
0e301MacHO U3MOJ3BaHE HA UHTEPHET B JIETCKATa IpajrHa/yUHIIUIIETO.

5. Tlonywar undopmanus 3a UHGOPMANMOHHO-CUTHATTU3ANUOHHH IIIATPOPMHU KATO
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com; www.safenet.bg;
www.facebook.com/bgcybercrime.

Poagurtenure HOCSAT OTTOBOPHOCT JIa:

1. TlomorHaT Ha JAETETO CH Ja U3rPajd YMEHUS 3a OHJIaiiH oOlryBaHe u 6€30macHo
W3MOJI3BaHEe Ha UHTEPHET.

2. OchbIIecTBSIBAT MOCTOSTHEH KOHTPOJI 32 CHTYPHOCTTA Ha JIETETO CU B HHTEPHET.

3. IlposBsBar uHTEpec KbM aKTUBHOCTTA Ha JETETO CU B MpEKaTa, BKIIOUUTEITHO U
Ch37aBAaHETO Ha MPO(PWIA B COIHMATHU MPEKH M PETUCTPAIMH B CAWTOBE W MOOWIHU
NPWIOXKEHUs, KAKTO M Jla pa3siCHAT [MOCIEACTBUSATA OT  Ch3JIaBaHETO  W/WIU
PasnpoCTPaHEHUETO HA ONPEIEIIEHO ChAbpKAHUE.

4. llpu ycraHOBsIBaHE, Ue JICTETO UM € )KEepTBa Ha KHOEPTOPMO3, 1a CUTHATTU3UPAT Ha
otaen ,,KubepnpecrsnHocT” kbM [ TaBHa qupekuus ,,bopda ¢ opraHu3upaHara npecTbIHOCT
(http://www.cybercrime.bg/bqg), 170171 Lenrspa 3a Oe3omacen HHTEPHET
(https://www.safenet.bg/), kakro u morat na norepcar cbaeiicreue ot Jupekuus ,,CoruanHo
nojArnoMarane® mo MecToXXHBEEHe Ha JETETO C IIeJl OKa3BaHe Ha IMCHXOJIOTMYEecKa MOJAKpera
Ha jeTeTo. B Tosm ciyuaii TpsaOGBa nga yBemoMaT! M OMpeKkTOpa Ha 06pa3oBaTENHATA
WHCTHUTYIUSL.

5. CbxpaHsBaT 3ApaBeTo HA JETETO, KaTO MPOCIEIBaT BPEMETO 3a U3IMOI3BaHe Ha
WHTEPHET.

6. VYBemomsaT IUpeKTOpa Ha 00pa3oBaTEIHATA MHCTUTYIIHS, KOTATO UM CTaHE
U3BECTHO, Y€ JIETETO UM € OOEKT Ha TOpPMO3 OT JPYro JeTe, ¢ KOETO € B €IHO U ChIIO
VAUJTUIIIE.

Yacr Ill. O6mm npaBuia 3a (e3omacHo oOuUIyBaHe B HMHTEPHET 3a Jelara W
yuyeHuure (aIanTHPaH 32 TAX)

Kato nmere m y4YeHWK CBM MIBKEH Ja Cla3BaM CJEIHUTE TpaBwia. AKO ce
3aTpyaHSBaM B TAXHOTO pa3OupaHe, Mora Ja Mojyda MojaKperna oT POJUTEN Wi OT YUUTEN, 3a
1a MU ObJ1aT OOSICHEHH:

1. [a He naBam nuyHa uH(pOpMAILHS: UME, aAPEC, MapoJia OT EIEKTPOHHA IOIIa,
npoduia B collMagHa Mpexka, JHYEeH Tele(OHEH HOMEp, NeTcKaTa TpaauHa/ydWIHIIETO, B
KOETO yya.

2. Jla He maBaM mHpOpMAIUs 32 MeCTOpadoTaTa WM JIMYCH U CITykeOeH TeredoHeH
HOMEp Ha POJUTENNTE, HACTOWHUIIUTE, OJIM3KUTE, MPUATEIHUTE, ChYUYCHUITUTE U MTO3HATHTE CH
0€e3 TSIXHO pa3pelleHue.

3. Jla He m3mpaiam ¥ J1a He KauBaM OHJIAH CBOM CHUMKH U BHJIea, 0e3 Mpean ToBa
7a € 00CHJICHO M B3€TO PEIICHUE C POJAUTEINTE MU.

4. Jla He W3mpallaM | J1a He KauBaM OHJIAWH CHUMKH U BUJE€a Ha IPUSITEIH,
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ChYYCHUIIN, POAHUHH, YYUTENH, OJIM3KH, TIO3HATH U Jp., 0€3 mpean ToBa 1a € 00CHICHO C THX,
a B cllydyauTe, KOraro ce Kacae 3a MOW INpUSATENH, CbYUYEHHUIU, Ja € ChIJaCyBaHO OT TAXHA
CTpaHa U C POJUTEIUTE UM.

5. Jla He oTroBapsm u Ja He OTBapsIM NMpUKayeHH (ailioBe Ha eJIEeKTPOHHA TO1Ia,
MOJTlydyeHa OT HEMO3HaT mojared. Ts MoXke Ja ChAbpKa BHPYC WIM JApyra 3J0BpeaHa
mporpamMa, KosTo Jia YBpeau KOMIIOThpa/Tenedona/Tabnera Win a ro HampaBH YsI3BUM 3a
BBHIIICH JIOCTHII.

6. Ille ce mockBeTBaM C POAUTENUTE CH/YUUTEN, IPEAH J1a CBANIS UM HHCTAJIHPaM
HOBa MPOTpaMa/pUIOKEHIE Ha KOMITIOTHP, Telae(oH, TabJIeT, KakKTo U HE MPaBsi HUIO, KOETO
MOXKE€ J1a YBpeAHM KOMMIOThpa WK 4Ype3 JaJeHO JEHCTBHE Ja ce pa3KpuAT JaHHU 3a MEH U
CEMEHCTBOTO MH.

7. Hemara, KouTO IpaBsi B UHTEPHET, HE TPsIOBA /1a BPEAAT Ha APYTU XOpa UM Jia
MPOTHBOPEYAT HA YCTAHOBEHHUTE TpaBuiia (4acT OT TAX ca YPEJACHU B 3aKOHH).

8. MH3BecTHO MU €, e € 3a0paHeHo J1a ce U3MO0J3Ba YUYk A0 NOTPEOUTEIICKO UME,
napoJia ¥ eJIeKTPOHHA TOIIA.

9. Jla He muIIa U Aa HE KaYBaM HHILO, KOETO MOXKeE J1a € OOMIHO WJIM YHU3UTETHO 3a
MEH WJIH 32 JPYTH XO0pa.

10. HezabaBHO uH(pOpMUpaM Bb3pacTeH (POIUTEIN, YUUTEI, JUPEKTOP,
MeIarOrMYeCKU ChBETHHK), KOTaTo IMOMaHa Ha MaTepUalid, KOUTO ME Kapar Jia Ce 4yBCTBaM
HEy0OHO WJIM Ha MaTepUalld C BPEAHO WM HE3aKOHHO ChIbpXKaHHE, KOETO MOXeE J1a Oble
nopHorpadusi, MPOIMOBSAABAHE HA HACUINE W TEPOPU3BM, CTHHYCCKA W PEIMTHO3HA
HETOJIEPAHTHOCT, ThPTOBUSI C HAPKOTHUILIM, Xa3apT U JIp.

11. [a He oTroBapsM Ha ChOOIICHHS, KOUTO Ca OOUIHHM, 3aILIAIIATEITHY, HSMPITHNIHH
WIM Me KapaT Jaa ce 4YyBcTBam HeynoOHo. HWudbopmupam poauTenure CH/KIacHUS
PBHKOBOJIUTEIN, YIUTEI, TUPEKTOP, IEAATOTUICCKU ChBETHUK 3a TAKHBA ChOOIICHUS.

12. Ako HSKOH Me 00MK/1a UM TOPMO3U OHJIalH, He OTroBapsaM. JlokinanBaM ro Ha
OTTOBOPEH BB3PACTEH (POJIUTEIN, YUUTEIN, JUPEKTOP, IEAArOTHICCKH ChbBETHHK). Mora u caMm
Jla TOKJ1a/IBaM, KaTo MoJaM CUTHAJl Ha CaMUs CalT WJIM HA TIOCOUYCHUTE aJIPEeCH:
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com;
www.facebook.com/bgcybercrime; www.safenet.bg u ro 61okupam. Jlodpe e na Hampass
BeJHAra eKpaHHa CHUMKa (CKPUHHIIIOT) Ha ChOTBETHUS Pa3TOBOP WIH ChIBPIKAHUE KAaTO
€JIIEKTPOHHO J0Ka3aTeNICTBO, KOETO MpeaaBaM Ha OTTOBOPEH BB3pAacTeH (POAUTEN, YUUTEN,
JTMPEKTOP, MEAArOTHUECKH ChBETHHK).

13. BuumaBam, korato pasroBapsiM B 4at. [lomas nmpaBuio Nel: ge xopaTa oHiaiiH He
BHHArM Ca TE3H, 3a KOWTO CE MPEJCTaBAT M MOTAT Ja ThPCAT OmpeselieHa MHPOopMaIus, ¢
KOSITO J1a 3JI0YMOTPeOsAT ¢ MeH WiH ¢ aApyrute xopa. [IpaBuno Ne2 e ue He mpaBsi HUIIO Ha
JPYT YOBEK B MpexkaTa, KOETO HE UCKaM JI1a MU CE CITyYd U Ha MEH.

14. Ako ce cnyuu Aa nmomnajaHa Ha HHGOpMAIUs WK APYro chabpkaHue B Mpexara,
KOETO HE MU XapecBa WM ME IUIAlM 0 HSIKAaKbB HAYMH, MOTa Jia TOoJaM CHUTHAll Ha
JeHOHOINHaTa U Oe3ruiatHa Hanmonannara tenedonHa nuaus 3a gemna 116 111, Ha otaen
,,Kubepnpecrsnroct na I'JIBOIT (http://www.cybercrime.bg/bg), na LlenTbpa 3a Ge3omnaceHn
UHTEpHET Ha ajpec: Www.safenet.bg, nnu Ha Texuus tenedon 124 123, wnu npe3 yar-moayna
Ha Www.safenet.bg .

15. Tps6Ba na He MpueMaM CpeIIH ¢ JINIA, C KOUTO ChM Ce 3all03Hai/a B MHTEPHET,
OCBEH CJIe[l ChIJacueTo Ha poautenute MU. [loMHs, 4e XopaTa, C KOMTO Ce€ 3aro3HaBam
OHJIaliH, HE BUHATH Ca Te3H, 32 KOUTO ce mpeactaBiar. OnMUTBaM ce BUHArM Ja MpoBepsiBaM
Ja7Ti YOBEKBT OTCpEela HAWCTHHA € TO3HW, 32 KOrOTO C€ IMPEJCTaBsi Ype3 MpOoBEpKa 10 UMeE,
MMEiI, CHUMKa M KOHTPOJIEH BBIPOC, HAa KOWTO OW TpsOBajio Ja 3Hae OTrOBOpa, aKo €
HaucTHHA To3W. [Ipy CbMHEHHe MOJKe J1a TT0/IaM CHTHAJT WJTH JIa IIOThPCS ChBET IPe3 caiTa Ha
LlenTbpa 3a 6e3omacen nHTepHeT Www.safenet.bg.

16. M3mon3BaM HACTpOHKHTE 3a O€30MMACHOCT W 3alIUTaTa Ha JIMIHUTE JaHHHW Ha
COLIMAJTHUTE MPEKU, MOOWITHUTE MIPHUIIOKEHUS U Opay3bpuTe.
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17. W3non3Bam ¢pyHKImMATA 3a Ge30macHO cbpdupane. [la He mocemasam caiiToBe B
MHTEPHET, KOUTO €a ChC ChbPKAHNE, HEMOIXOASIIO 3a IETCKA ayAUTOPUSL.

18. M3non3Bam TpyaHH (ABITH, C TIABHU U MaJKU OyKBHU, IU(PH U CIIELUATHU
3HAIM) U Pa3JIMYHU 32 BCEKU CalT maposiu.

19. M3non3BaM aHTHBUpPYCHA MpOrpama, KOsITO ClIe/IBa PEIOBHO Jie ce OOHOBSIBA.
3aeJHO C OTrOBOPHMUTE BB3PACTHHU (POAUTEIN, YUUTEN, AUPEKTOP), HOJAbpPIKAM IOCICIHUTE
aKTyaJIM3UpaHU BEPCUU HA BCUYKH MPOTPaMU U MPUIOKCHUS.

20. Axo nosi3BaM 0oOLIM KOMIIOTPH, BUHArM IPOBEPSBAM JAIH CbM U3JIA3bJ/U3IIA371a
oT mpoduia cu, ciea Kato CBbpUIM 4Yaca. B ciryuail, 4e Hamepsi ycTpOICTBO, Ha KOETO IPYT
YUCHMK € paboTuil, HO He € 3aTBOpUI npoduia cu, BeaHara 1e u3isn3a 06e3 Ja Mperyiexnaam,
MPOMEHSM WK A00aBsiM nHGOpManus B Ipoduiia my.

21. TpsiOBa na uMaM MpeaBU/I, Y€ KOTaTo IMyOJIMKyBaM HEBSIPHA U M30IMaueHa
nHpOpManKA 3a IPyT YOBEK, JOPH C sICHaTa MHUCHJI, Y€ TOBA € IIIera, TOBA MOXeE J1a JOBEAE 110
3710ynoTpeda U 10 HENPUATHU NIPEKUBABAHUS 32 TO3U YOBEK.

CBbBETHU 3A 3PABETO
3a 1a paboTuTe Ha KOMITIOTHP, 0€3 1a YBpEIUTE CBOETO 3/IpaBe, peAyBail BPEMETO CH B
OHJIaMH U o¢1aiiH cpesa, KaTo cra3BaiTe cleHUTe MpaBuia:
3A JJA HE YBPEJIUTE 3PEHUETO CH:
3a 1a He yBpeaHTe 3pEHHETO CH:
Pa3CTOSTHUETO MEXTy OYUTE M MOHUTOpA TPsIOBa 1a ObJIe OKOJIO MOJIOBHH METHD;
Pa3CTOSHUETO MEX/1y OUMTE U KJIaBUaTypaTa Jja Ob/ie OKOJIO IOJIOBUH METBD;
BBPXY MOHUTOpPA HE TPsIOBa Ja Momaja Mmpsika CIbHYeBa CBETIINHA;
He paboTH B CTast, KbJAETO HMa CMECEHA CBETJIMHA — CIIbHUEBA U U3KYCTBEHA;
BPEIIHO 33 OYHUTE €, aKO 33/ MOHUTOpA JIa UMa TPo30per] Oe3 IOpH U 3aBECH;
3a J]a OTHOYMBAT OYUTE, OT BpEME Ha BpeMe OTMECTBaiiTe Imorjiega OT MOHHUTOpa U
MIOTJIeXK /1Al TIpe3 pOo30peria Wi KbM Hail-IajleyHust Kpail Ha cTasra BbpXY JJICYeH O0CKT;
v/ eIMH BT B TOJMHATA TIPOBEPSBAii 3PEHUETO CH MPH OYEeH Jiekap (0 TarImMoor).
IIpu padora ¢ kIaBuaTypara:
v/ He mperbBail KUTKaTa, KOraTo MHUIIEI;
v/ CcrbBaif JIEKO IPHCTUTE HA PhKAaTa U OTIYCKail majena;
v’ nob6pe e a u3MoN3Bal KiIaBrHaTypa ¢ KIaBHIIN, KOUTO Ca IO JIEK HAKJIOH.
v’ 610poTO TpsiOBa 1a Ob/ie CTAOMIIHO M YCTOMYMBO HAa BUOPAIIHH.
IIpu paGora ¢ Mmumka:
MUIIKaTa TpsiOBa 1a ObJIe ¢ pa3Mepa Ha JJIaHTa;

AN N NN

v HE JIBUKM MUIIIKAaTa CaMo ¢ NaJjiera 1 MaJIkus phCT;
v MI0JI3Bal TOAX OIS TIOTOKKA 33 MHIITKATA.
CXEMA 3A YBEJIOMSIBAHE B CJIVYA#T HA KHBEPTOPMO3
CucreMeH aiMUHHUCTPATOP YuauTen, Bh3nuTaTes,
cneu/uam/ICT) UKT, nupekrop,
| TE/Iaroruyecky CrenuanicT Ponuten,
HACTOMHUK,
HOTEYUTE,
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KPATBHBK PEYHUK U JOIIBJIHUTEJHU CBbBETMU:

KAYBAHE U CHOAEJSIHE HA CHUMKMU — CHUMKM WM BUJEO Ha JIETE, YUCHHK,
POIUTEN, YUYUTEN, TUPEKTOP, MCUXOJOTr, PECYpPCeH y4uuTelsl, OMU3KH, MPUATEIH, MO3HATH WIH
HETO3HATH JIUIA ca MyOJUYHO JOCTHIIHU U300paKeHUsI B UHTEPHET, KOUTO MOTaT Jla ca KaueHH
OT POJAMTENINTE WM JIPYTH YICHOBE HA CEMEMCTBOTO, IPUATENIN, CbYYCHULIM U JIp. Te3u, KOUTo
ca ¥ CIOJCININ/Kadiiid B UHTCPHET, MOXKE J]a MMAT U3ISUIO JOOpH HaMEpEeHHsI KbM HEro/Hesl.
Koraro ce kacae 3a CHUMKH, HA KOUTO HE CT€ aBTOp, ChIIUTE HE MOTaTr Ja ObJaT MOJ3BaHU U
nonyJjspusupanu 0e3 chbriacueTo Ha TexHHs aBTop. Ho TakoBa chabpkaHuE MOXE Ja
HaKbpHSBA JIMYHOCTTA U JIOCTOMHCTBOTO Ha JUIETO. [IpenoppunTeNHO € N0 HUKAaKbB MOBOJ Ad
HE C€ KayBaT CHMMKHM Ha JIETE€, 32 KOUTO MMa M HAW-MaJKOTO CbMHEHHWE, Y€ MOrar Ja My
HaBpenaT u 0e3 HeroBo chbriacue. CHoONENSIHETO HAa CHUMKU € YeCTO CpPELIaHO SIBJICHUE B
COILIMAJTHUTE MPEKH, 3aTOBA OCHOBHA MpPEMOpbhKa € MOJOOHM CHUMKHU Ja C€ CIOJCNAT CamMo C
XopaTa OT CHHCbhKa C MPHUATENIM HAa YOBEKa, KOWTO MCKa Jla Kayl CHUMKaTa, U Olle Mo-1odpe —
caMmo ¢ rpynaTta Ha Hai-OJHM3KU MPHUATENd OT PEaHHs )KUBOT. Ba)HO e, KOraro ce CHUMa ChC
cMapTdoH, J1a ce YBEpHUTe, Ye CHUMKHUTE HE CE KauBaT aBTOMATHYHO B MPOQUIa Ha POAUTENS WIH
neTeTo B caiitoBe kato MHcTarpam Hanpumep. B npodunure cu B conpanauTe Mpexu TpsOBa aa
CT€ CUTYpHHU, Y€ CT€ HACTPOWJIM JOCThIIA 10 CHUMKHUTE CHU TakKa, Y€ Ja C€ BIDKIAT caMmMoO OT
npusitenute Bu. CbhimoTo ce oTHAacs M 3a HACTPOMKHUTE Ha OOJAYHU YCIYT'HM, B KOHUTO C€
ChIIbPKAT CHUMKHU ¥ UH(OpMaLIHs.

DAJIIIIMBU HOBUHMU — Cow3garennre Ha (1)aJIIIII/IBI/I HOBHHMU H3II0JI3BAT TPaIULIUMOHHU
MEIUWHM TIOXBAaTH 3a IPUBIMYAHE BHUMAHUETO HA YWTATENs, HANPUMEpP NPOBOKHUPALIU
3ariaBusl, HO YCIISIBAT J1a TO 3a0JyasT W Ja ro Hakapar Ja MOBspBa, 4e MHPOpPMAIUATA, KOSITO
YyeTe, € UCTUHCKA.

Kak na pasno3naem ¢gajmumBuTe HOBUHU:

e [IpaBere paznuka MexAy XyMOPUCTUYHHU U CEPUO3HH HOBUHAPCKH CaliTOBE. 3anuTalTe ce —
MO3HaBaTe JIn MeAusATa U umare au u aosepue? IlpoBepere nanu 3arjiaBUETO, KOETO YECTO €
TPBMKO U MIOMIIO3HO OTTOBApS HAa ChABPIKAHUETO HA HOBUHATA;

e [IpoBepere nanu KypHaIUCTHT € MOCOYMI KOHKPETHO U3TOYHHUKA Ha UH(OpMALIUS UITH
unpopmanuara ce Oazupa Ha apyra cratug. [IpoBepere nanM OCHOBHUSAT HM3TOYHUK Ha
nH(popManus € OCTOBEpPeH. BHHArKM mOriexaaiiTe HAYaIOTO WM Kpas Ha CTATHUATA, KBICTO
OOMKHOBEHO € MOCOYEeH M3TOYHUKBHT Ha MHpopMaiusi. AKO ce Kacae 3a HHpopmaims, KOSITO
MpOM3JIM3a OT JAbpKaBHA MHCTUTYLHS, MpoBepeTe opulMaliHaTa W CTpaHUIa Jaiu (urypupa
Ta3u HOBMHA WJIM MOTHPCETE €KCHEPT MO TeMara OT JaJeHaTa MHCTUTYLHUS. AKO HE € IOCOUYEH
W3TOYHHUK, € PEIHO Ja CE ChbMHSBATE B JIOCTOBEPHOCTTAa HA HOBHHATa. B moBe4eTo 1OCTOBEpHU
MaTepuaal ce MocovyBa HauyMHA Ha chOMpaHe HAa WH(POpPMAlMATA M aBTOpa Ha MyOJMKAIHITA.
[IpenopruuTenHo € ga ce cpaBHU HHGOPMAIIHATA, aKO € MyOJIMKyBaHa B Pa3jIMYHU U3TOUHHUIIH,

e AKO MomaJiHeTe Ha CTaTHs, MyOJUKyBaHa B HETIO3HAT 3a Bac OJIOT, a HHPOpMaIIUsITa HE €
THpakupaHa HUKBJE Apyraje, TOBa € 3HaK, 4Ye HOBUHATa MOke Ou e ¢anmuBa. Bunaru tepcere
U Jpyrd pe3yaTaTd IO TemaTra, a ako T€ ca MaJKo WM HUKAKBH, IMO-7A00pe He
pa3npoCTpaHsABaTE HOBUHATA,

e [lpoBepere naTaTta Ha MyOIMKAKATA, ThI KaTO Y€CTO CTApPU U HEAKTYaJIHW HOBUHU CE
MMyCKaT KaTo HOBH.

OHJIAMH(KUBEP)TOPMO3bT MIpEeNCTaBlIsiBa M3IMOI3BAHETO HAa WHTEPHET 3a
HAHACSIHE Ha €MOI[MOHAJHA BpeAa BbPXY APYyrH xopa. TOpMO3bT B MHTEPHET MOXKE Ja MMa
paznuunu ¢opmu. Tolt Moxke na MHHAaBa Mpe3 pa3MpOCTpaHsSBaHE HA IMOJAUTPABATEITHU H
0oOMJTHA CHUMKH Y BHJICOKJIUIIOBE B CATOBE 3a CIIOJCIISIHE HA BUCOCHIbPKaHNE KaTo Vbox7
u YouTube, cp3naBane Ha QammuBu npoduiu ¢ oOUTHO ChIBbPKAHUE B COLMATHU MPEXKH
kato Ask.fm, ®eiicOyk u MHcTarpam, KakTo ¥ B ChOOIICHUS U U300paKEHUS B MPUIIOKEHUS
3a komyHuKanus karo Ckain u BaitObp, wim B W3mpamaHeTo Ha OOWAHH CHOOIICHUS U
KOMEHTApH, B CBHIUTE CAUTOBE U IIATHOPMH.

KPA’KBATA HA TPO®UJI (xakHaT mpo¢ui) MpeicTaBisiBa NPUCBOSBAHETO Ha
qy)KJ TIOTPEOUTEICKM Tpodil B coluagHa Mpexka, Tuiargopma 3a oOIIyBaHe (Harmpumep



DelicOyK), eNeKTpoHHa IoIa Wiu JIpyr caiT. KpaxOaTta crtaBa Bh3MOXKHA uUpe3 BIU3aHE C
[IpaBUIHATA Mapoja M HeilHaTta MOJAMsSHAa C HOBA M HEM3BECTHA 3a YOBEKAa, Ha KOIOTO
NpUHAIISKA TpoduabT. Bb3MokHO € cien kpaxOata mpoduiabT aa ce u3mon3Ba 0e3
3HAHUETO M CHIVIACUETO HAa II'bPBOHAYAIHUS COOCTBEHMK. AKO Ha JIeTe O]l 3aAbJKUTENHATA
3a MOBEYETO COLMAIIHU MPEXU Bb3pacT OT 13 roauHu (Ta3u BB3pacT € Takapa, 3allOTO I10-
roJisiMara yacT OT HOIYJIAPHH COLIMAIHU MPEXH ca aMEpUKaHCKU U IpaBUilaTa 3a M0JI3BaHe ca
cboOpa3eHH C aMEpUKAaHCKOTO 3aKOHOJATENICTBO) €€ Ch3JaBa COOCTBEH NpPOQHI BBHB
®eiicOyk, MHOTO € BaKHO IMPU M300pa Ha BB3pacT Aa ce u3depe moa 18 roguHu, Thid KaTo 3a
HEI'BJIHOJIETHUTE MOTPEOUTENN NMA BaXKHU JOITBIHUTEIHU 3aIUTH.

KPAKBATA HA JIMUHU JAHHMU e B KOMITIOTBPHO IIPECTHIUIEHUE, IIPA KOETO CE
NpUIOOMBAT YYXKIH JIMYHH JaHHU € 1ed (UHAHCOBA M3MaMa WM 3J10ynoTpeda KaTto TerjeHe
oT OaHKOBa CMETKA, WM KaHJUJIATCTBAHE 3a KPEIUT OT 4yXJO0 MMe. Ta3u omacHOCT mo
IIPUHLIMII HE 3acsira MO-MaJKUTE JIeld, KOUTO HE IPUTEXaBaT JIMYHU JOKYMEHTH, OAaHKOBU
CMETKM Wiau Kaptu. Ho mpu TuitHeHxbpuTe Haj 14-ronMiiHa BB3pacT TO3M PUCK CTaBa
aKTyaJleH.

OUUINHI ATAKHUTE ca Haii-pa3npoctpaHeHara (gopma Ha MHTepHET mM3Mama H
IIMPOKO H3MOJI3BaH IMOXBAaT OT KOMIIIOTBPHM MPECTHIIHUIM 3a I[I0JIydaBaHE Ha Ba)KHA
unpopmanua. ToBa mpecTbIuieHHe ce Hapuya ,,pumuHr’ (,,phishing” — "3apubssane”,
npousnu3a ot fishing — pu6o0s0B), 3aI0TO €IEKTPOHHUTE CHOOIIECHNUS, KOUTO CE pasIpalnar,
ca KaTo ,,BAMLK~ C OCHOBHA IIeJl IOJyyaTelIuTe Jla ce ,,XBaHAT Ha TAX HOpaau CBOSTA
HEONUTHOCT M HEOCBEAOMEHOCT, Karo uM oOTroBopsAT. Ilpu ¢uummHra wnsmamaunure
pasmpaiiar ejneKTpOHHa Iolla, KOSATO NMpeTeHAupa, Y€ HABAa OT IOYTEHAa KOMIIAHUS U Ce
omuTBa Ja yOeawm monydarenst Ja Jane BaKHA JUYHA WM (puHaHCOBa wHHMOpMAIMS.
EnexkTpoHHOTO CchOOIIEHHE OOMKHOBEHO MOJM Ja C€ M3IpaTST JUYHU JaHHU U JaHHU 3a
0aHKOBa CMETKa B OTIOBOp HMJIM J]a C€ BHBEAAT HA yeOCaWT, KbM KOWTO MMa Bpb3Ka. Te3n
JAHHU ca HalpuMep NOTPEeOUTEICKH UMEHa, NapOoJId U HOMEpa Ha KPEUTHU KapTu.

KAK CE NA3APYBA BE3OIIACHO B UHTEPHET? Ilpenn na ma3apyBare OT
€JIGKTPOHEH Mara3uH, € IOJEe3HO Ja oObpHeTe BHUMAaHWE HAIWYHA JIM € HH(popMmalus 3a
uMeTo, aapeca u TenedoHa Ha ThproBena. He mpomyckaiiTe ga mpoBepuTe W JIAIH
JOCTaBUYMKBT € MOCOYMJI U3PUYHO NPpaBOTO Bu mo 3akoH na ce oTkaxkeTe OT MOpbuKara B
pamkute Ha 14 nuu. [lomesHo O6u Omio na mpoderere BbB (OPYMHTE OT3UBU OT APYru
noTpeOuTeNN, KOUTO BeUe ca Ma3apyBajy OT BIIPOCHHS €JIEKTPOHEH Mara3uH, KbM KOITO cTe
ce Hacoywiu. ThproBenbT € ATbKeH Ja Bu mHpopmupa 3a OCHOBHUTE XapaKTEpUCTUKU Ha
BCSIKa OT INpeajaraHuTe OT HEro CTOKM M yciyru. Toil TpsOBa Ja mocouu TAXHATa IEHa C
BKJIFOUEHU BCUYKH JAHBIU U TAKCH, KAKTO U CTOMHOCTTA HAa MOLLEHCKUTE WKW TPAHCIIOPTHUTE
pa3xoau, ako He ce BKIIIOYEHHU B KpaiiHarta 1eHa. Ha caiira cienBa ga Ob/ie MOCOYEH HAUUHBT
Ha IUTalllaHe, JOCTaBKa M U3MbJIHEHUE Ha JoroBopa. Baiie npaBo e 1a BbpHETE, 3aKyleHaTa
OT €JIEKTPOHEH Mara3MH CTOKa, ako ce oKaxe AedekTHa. Pexnamanusra cu 3a JeekTHa CTOKa
clie[iBa J1a MpeIsBUTE B HAKOU OT OOEKTHTE Ha ThpProBela, OT KOWTO CTe s 3aKyNnuiu. AKO
THProBeUbT YBAXKHU peKiaManusaTa Bu, B pamkuTe Ha Mecell TpsOBa WIM Ja PEMOHTHpPA
6e3rutatHO 3a Bac crokara unu Aa s 3aMeHu ¢ HOBa. B ciyuail ye He ycmee Jja CTOpH €IHO OT
JIBETE, CJIeBa WM Jla HAMaJM II€HaTa, WM Jja BbPHETE CTOKATa, a TOW Ja Bu Bb3cTaHOBH
3amjaTeHara 3a Hesl CyMa.

SAIIUTA HA KOMIIIOTBPHUTE MPEXHU OT OITACHA EJIEKTPOHHA IIOLIA

1. He Tps6Ba na ce nposiBsiBa MHUIIMATUBA 3a MOJy4YaBaHE HA UMEIT MHCMa, UHTEPHET
CTpaHMIIM, KOMTO IpesiaraT 0e3riaTHU UK IJIATeHU YCIYTH M CTOKH, YeCTO MpeJularamiy jia
BU U3NPATAT NpoMoluu 1o e-mail. OTkaxeTe TakaBa yciyra.

2. Nmeiin anpechT ce cronens camo npu Hyxzaa. Koraro ce mpenasa 1o €avH WU
JpyT MOBOJI, C€ BHUMAaBa 3a CJEJHUTE JBE Hellla: I'bPBO JaJld OpraHU3alusaTa WJId YOBEKbT,
KOUTO IO MOJy4aBaT, IlI€ BU M3IPATU HEXEJAaH HMENJ, BTOPO, MOXE JIM J]a CE Pa3uuTa, 4e
HUMEIIT agpechT HiMa J1a ObJie 1aJieH Ha TPETO JIULIE.



3. He ce oTBapaT umeinnrte B HexenaHa nouja. Hukora He ce oTBapsiiTe NpUKaueHU
(haiisioBe B ChOOIICHHS OT HEMO3HAT M3Mpaiiad. AKO He ce MMo3HaBa UMETO B moJieto ,,0T1”, He
OTBapsIiiTe MpUKaYeHUs (aii.

4. Axo ce Moiy4d HEOYaKBAaHO CHOOIIEHHE ChC CTPAHEH MpuKayeH (aila oT Mmo3HAT
u3npamay, TO OW MOrjJo Ja ChAbpXKa BUPYC. MHOTO 3JIOBpEAHH TPOrpaMu  ce
pa3npoCTpaHsIBaT A0 BCUUKM KOHTAaKTH, KOUTO HAMEPST B MOIIATa HA 3apa3eHUs] KOMITIOTHP.
TakuBa chOOIIEHUST Y€CTO UMAT CTPAHHA TEMa WJIM UME Ha NpukadyeHus ¢ain. Yecto ToBa €
IIETOBUTO CHOOIICHHE, HAchpyaBalllo IOJy4yaTess Ja BUOU KapTHMHKA WM Ja IMpoyeTe
MpPUKAa4YeH TeKCTOBHW (aiin. BuHarm u3mckBaiTe MOTBBPXKIACHHE OT HW3Mpalnada, mpead Ja
OTBOPUTE CHOOIICHHUE WM NMPUKadYeH (paiisl 0T TakbB BUJL.

5. TlpoBepsiBa ce MBIHOTO MME Ha HpuKadeHus ¢aitn. CKpUTUTE PA3MIUPEHUs OT
uMeTo Ha ¢aitma Morar Aa 3al0iyasaT Ja OTBOPUTE 3apa3eH MpukadeH (aiinm oT umeilna.
Bunaru ce npoBepsiBa Jajid UMEII MPUIOKEHUETO IOKa3Ba IBJIHOTO MME Ha NpPUKAuEHUs
(aiin, BKIIOYUTENTHO pa3lMpeHneTo. Bupycu u uepBen Morar Jia ce chIbpKaT BbB (ailiiose,
KOUTO M3IJIeKJIAT KaTO KapTHHKH, HApUMeEp ¢ pasmupenue .jpg. Ho e Bb3MOXHO J1a umar
CKPUTO pa3UIMpeHue, KaTo .exe uiu .vbs KbM HMeTo Ha (aiia, KOeTo o3HayaBa, 4e
MIpUKAaYeHUT (aill HE € KapTUHKa, a Mporpama, KOoATO Ille C€ CTapTupa, LIOM CE€ OTBOpHU
MpUKadeHUst Qait.

6. BuumaBa ce c¢ (QammmBuTe TpeaynpexaeHus 3a Bupycu. DammmBuTe
MIpeyNnpexaeHUs 3a BUPYCH ca u3BecTHU Kato "hoaxes". ToBa e ¢anmmBo cro01IeHHEe, KOETO
MOJIBEXK/IA TIOTPEOUTENNTE J1a BSAPBAT, Ye Ca MOJYYWIH BUPYC M TH HachpuaBa Jia MPETpaTsT
MpEeAYNpPEXRICHUETO Ha BCEKU, KOTOTO MO3HABAT.

7. He otBapsiiTe WMEIUI, ChIbpKall HEXelaHa pekiama. Tol Moxke aa Obue
W3MOM3BaH 3a MpeHacsiHe Ha BUpYCcH u 4yepBedu. OT choOpakeHus 3a CUTYPHOCT Ou TpsiOBaio
Ja M3TpUBATe BCHYKM PEKIAMHHU CHOOIIEHHs OT HEMO3HAT M3Ipamiad BeaHara, 0e3 Ja ru
oTBapsITe.

8. He ce u3moi3Ba camo enHa TOIIEHCKAa KyTHs 3a Bcuuko. CHenuanucTuTe Mo
KHOEpPCUTYPHOCT MPEMOPHUBAT Ja C€ OTKPUBAT HAKOJIKO Pa3IMYHU MOIIU U Ja ce Pa3AelsiT Mo
IIpelHa3HaYCHHE.

9. U30sarBaiiTe ChIo Taka Jia Mpempamniare MucMa MEXy HIKOJIKO Ballld MOIIEHCKU
KYTHUH.

10. He e mnpenopbuuTenHO Ja ce IMpenpamar MUcMa /0 HSAKOJIKO YOBeKa
eaHoBpeMeHHO. OcoOeHO TakuBa, OT THUIA - "MpenpareTe ro 10 7 YOBEKa U 1€ BU CE CIY4H
Helo Xy6aBo" UM "moMorHere Ha OOJTHOTO MU JIeTe, KaTo MpenpaTUTe TOBa MUCMO Ha MHOTO
X0pa, €M KO CH Ie MM Jaje 3a BCeKH 3 uMeina 5 1eHrta, Hanmpumep. Te3u mucma ce
pasnpocTpaHsBaT ¢ LeJl cbOMpaHe Ha JACUCTBUTENTHM MMEWIT aapecu, ThbH KaTo IpH
Ipernpariase, KbM MUCMOTO c€ J00aBAT aBTOMAaTHYHO U aJiPECUTE Ha MPETHUTE MOJTydaTeIH.
Cren HSKOJKO IMperpalaHys, B €HO TaKOBa MUCMO C€ ChbOMPAT HAKOJIKO CTOTHULHU PEaTHU
MMEII aJpeca, KOUTO CJIe]] TOBa Ce Mpo/iaBaT Ha GUPMHU 3a CIIaM.

11. Ako Bce mak McKare Jia MpenpaTuTe HIKaKbB TEKCT WM MH(OpMAIHs, KOSITO CTe
MOJIYYMJIN, KOTIMpaiTe TEKCTa U ro U3IpaTreTe KaTo HoBO nucMo. He mpenpamiaiite npenaHoTo,
BBIPEKU Y€ € MPUMaMIIMBO MO-JIecHO. Taka 1ie npeamnasure NpusTeuTe CH OT OB CraMm.

12. Axo mopaau HsAKakBa MpUYMHA IBbPKUTE Ja MPENpaTUTE OPUTHHAIHOTO MHUCMO,
cinoxkete agpeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOH OT IMOJIyyaTeIUTe
HSMa Ja BUIM aJpecuTe Ha JApyrute noiydarenu. [IpuumnaTta na ro usmoi3Bare He € Ja
CKpHETE IMOIY4aTeINTe €IUH OT IpYT, a Jja TU MPEeANa3uTe, B cIydai ue aapecHaTa KHUTa WU
€JIEKTPOHHATa TOIa Ha HSIKOM OT TAX CTaHE JOCThIIHA Ha crnamM-00T (Hampumep nopaau
BUpYCHA HH(EKIUSI Ha KOMITIOTHPA MY).

13. Tlewanba ot noTtapusi: He cre credeni. CriaMbpuTe W3ION3BAT HAN-Pa3TUIHU
IIpUMaMJIMBU 3arjlaBus Ha IHMCMara, 3a Ja HakapaT IojydyaTens Ja T'M oTBopu. MHoro
MOTpEeOUTENN HaUCTHHA OTBApAT MOAOOHW mucMma. Jlopu cien oTBapsHETO BeaHara jaa ro



U3TpHETE, CAMOTO OTBAapsSHE Ha MHUCMOTO OM MOTJIO Ja MOTBBPAM, Y€ aJAPEChT € peasicH U BUe
CT€ IO MOJIY4UIIH.

14. OrnucBa"e OT OIOJIETHH, 32 KOMTO HE IOMHHUTE Ja CT€ ce 3amucBaiu. Yecto
CpellaH METOJ, M3IO0JI3BaH OT CIaMbpHUTE 3a HAMHUpAHE HA AKTUBHUTE MOILIEHCKU aJpecu.
Wznpama ce OroyeTHH ¢ JMHK 32 OTHHCBaHE (YX) OT moiydaBaHeto Mmy. OtmucBaiiku ce,
BCBIIHOCT MOTPEOUTENAT MOTBBPKIaBa, Y€ M3MOJ3BA IOILIECHCKATa KyTUs, C KOETO BeAHara
BJIM3a B cllaM JMCTUTE. BMmecTo na ce ormucBate, OJOKHMpaiiTe MmosiyyaBaHETO Ha MHCMa OT
TO3U aJipec.

15. He otBapsiite mucma, xouto ca (umuHr araku. Haii-moOpusr HaumH 1a ce
3alUTUTE OT (PUIIMHT aTaKu € KaTO HUKOTra He OTBapATe (PUIIMUHT MUCMa, HO YECTO € TPYAHO
7la ce pa3no3Hae Koe MUcMo € (puIMHr ataka. Mo)keTe J1a T pasno3HaeTe 1o:

e O6prwmenueto e "Dear Customer" wim "Dear User", a e Bamero ume.

¢ B nmucmoTo nuie, ye akayHThT BH 11e Ob/1e mpekpareH B ciy4aii, 4e He MOTBbPANUTE
JTaHHWUTE CH He3abaBHO. /Hackopo cmamMbpuTe M3MoiI3Baxa moaodeH moxsar koraro Ckaiil ce
cpuHa 3a 1 geH. Pasnpoctpanuxa choOIIEHHUs, Y€ CKANI I11€ YUCTH HEAKTHUBHHU aKayHTH U CE
UCKallle J]a Ce pa3lparu ChOOICHHE Ha TIOHe 15 moTpebures, 3a Ja ce JOKaXe aKTUBHOCT./

e VIMelIbT UBa OT aKayHT, IPUIIUYAIL, HO HE €HAKBB C TO3H, KOUTO MU3MOJI3Ba
u3BecTHa GupmMa, opraHuzanus 1 ap. AKO HE CT€ CUTYPHH Jalld MUCMOTO € (DUIIMHT WU HE,
Hail-moOpe € Ja He oTBapsATe JMHKOBE, KOUTO ca MyOJUKYBaHHM B HErO, a Jla HANMIIETe Ha
pbKa azipeca Ha caiiTa, KOWTO BU € HEOOXOIUM.

¢ AKO cTe MOJy4rJIH TaKOBa MUCMO, 32 MPEANOYUTAHE € J]a OJIOKUpaTe aapeca, OT KOWTO
e usnpareno. Koraro ro 6imokupare, Bue naBare ykazaHus Ha MOILEHCKUST KJIUEHT, Y€ TOBA €
craMm u He TpsOBa Aa ce npuema. [loBeueTo moTpeduTenu obaye MpocTo U3TPUBAT clama M
TOW MPOABIKABA J1a MJIBA B KyTHUSATA.

Hacrosimmure mpaBuia ca paspadorenu c¢ orjed ¢opmMupaHe HA NOJUTHKH B
AEeTCKUTEe TPaguHH M YYWINIIATA, KOWTO Ja OPraHWu3MpaT M3M0JI3BAaHETO Ha
o0pa3oBaTe/IHMS NMOTEHIHAJT KAKTO Ha KOMIKIOTBPHATa Mpeska Ha o0pa3oBaTejHaTa
HHCTUTYIHUSI, TAKA M HA IJI00aJIHATA MpekKa, B ChbYeTaHHE ChC CHCTeMa OT MEPKH 3a
CUT'YPHOCT M 0€30MacHOCT Ha Jenara u yuenunure. [Ipuiiaranero umM Ha NpakTHKa 1eJH
NMOBHIIABAHETO HA MH(OPMHUPAHOCTTA M JAUTUTAJIHATA TPAMOTHOCT HA OOLIHOCTTA OT
fiena, POAUTEH, yIUTETH, TUPEKTOPH U CIIY/KATEJIn.

2 TIpaBunara ca ChIJIaCyBaHH U pa3pabOTEHH U C yYaCTHETO Ha EKCTIEPTH OT OTAEN ,,KMOepIpecThIHOCT” KbM
I'maBHa mupexnus ,,bop6a c opranusupanara npectbiHOCT” U ¢ LleHThpa 3a Oe30maceH HHTEPHET.
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