INPABUJIA

3a 0€30IaCHOCT HA JIelaTa U YYeHUIMTEe B KOMIIOTHPHATA MPEKa B YUYHJIHIIETO
u B uHTepHeT B YEI ,,Crosin Capues“ u HOY ,,bbaeme®
IlnoBauB, oyu. ,IllecTu cenremBpu” 252, tes/daxc: 032/622-656,
info@sarievschools.eu

npueTH Ha 3aceqanne Ha [1C ¢ mporokoa Ne 10/ 12.09.2023r na YET ,,Ctosin CapueB® u
3acenanue Ha [1C na YOY ,,bpaeme*, nporokoa Ne 9 /12 .09.2023,r.
U YTBBp/eHH OT qupekTopa cbe 3amoBen NeP/[-10-65/15.10.2023r.

Te3n npaBuia ca paspaéorenu ot Ibp:kaBHATA areHUMs 32 3aKPUJIa HA 1eTETO, B
naptaeopctBo ¢ I'1aBHa aupexkuuss ,,bopdéa ¢ opraHusumpaHara mnpecTBLIHOCT”,
Hauuonanen uneHTnp 3a Ge3omaceH HMHTepHeT, MHMHHCTEPCTBO Ha 00pa30BaHHETO W
HaykaTta, Peruonajano ynpasieHue Ha o0pa3oBanneTo — Codusi-rpaja, ppbKOBOAUTEIU HA
oOpa3oBaTejiHU MHCTUTYIIMH 0T Cbl03a Ha padoToaaTe/iuTe B CHCTEMAaTa HA HAPOJAHATA
npocsera B bbiarapus, CapykeHnero Ha TUPEKTOPUTE B CPeAHOTO oOpa3oBaHue Ha P

Bbarapus.
[eauTe HA MpaBWJIaTa ca Jaa ce:

. rapaiTipa NnpaBoOTO HA /eTeTO/y4eHMIUTe Ha [JOCTbI A0 MOAXOASIIIA
HHopManus U MATEPUATH B MPeKaTa;

. OCBIIECTBHM NMPEBEHIHMA U CHHTE3UPA HA €IHO MACTO MHPOpPMaNUATA 3a
ONACHOCTHTE B HHTEPHET;

. NPeIOCTABAT KOHKPETHH HACOKHM 32 3aKpHJIa Ha JeTeTo M 0e30macHo
NoBe/JAeHNEe B KOMIIIOTHPHATA Mpe:Ka B IeTCKAaTa IPaJIMHA U B YYMJIHIIE U B MHTEPHeT;

. noAo0py KOOPAMHAIMATA W OTTOBOPHOCTUTE HA YYACTHULUTE HW/WIH

BCHYKH 3aMHTEPECOBAHM CTPAHM.

OTroBopHOCTTA 3a rapaHTHpAHE MMpaBaTa Ha JIellaTa U 3alluTa Ha TEXHUTE HHTEPECH ¢
CHojieJieHa OTrOBOPHOCT MEXKIYy CEMEHCTBOTO, OOIIECTBOTO M JIbprKaBara, 4pe3 HEHHHTE
OpraHd U MHCTUTYIIMHU. BBIIpekn TOBa, Ta3u OTTOBOPHOCT € paslpeiesieHa, KaTo Ts ce maja
MIPUOPUTETHO HA CEMEHCTBOTO, MO-CIEIIUATHO Ha POAUTEIINTE, HACTOWHUIIUTE, MTOTICUUTEIINTE
WU IPYTHUTE JIUIA, TIPYU KOWTO JETETO € HaCTaHEHO, TOraBa KoraTo € Ouiia mpeanpuera Msapka
3a 3aKpuJIa MO0 OTHOIICHHE Ha Hero. OTYUTAMKU TPyIOBaTa aHTAKUPAHOCT HA POJUTEIUTE, B
HSKOU OT CIIy4auTe M TPYJHOCTUTE, KOMTO M3MUTBAT B OTIJICKIAHETO M BB3MUTAHUETO Ha
JIETeTO, B OCHOBOIIOJIAralliys MEXIyHapoJeH akT 3a mpaBaTa Ha jgerero KoHBeHusTa Ha
OOH 3a npaBata Ha JIE€TE€TO, KAaKTO M B PeAuIla HOPMATUBHU AKTOBE OT HAIMOHAJTHOTO HH
3aKOHOJIATEJICTBO, € IIOCOYEHO KaK OOIIEeCTBOTO, COIMAJIHUTE U 00pa30BaTCIIHUTE
WHCTUTYIIMH, U JIbpKaBaTa M3MBJIHABAT TE€3U CBOM OTTOBOPHOCTH 3a OKa3BaHE Ha aJieKBaTHA
MOJKpEeNa Ha CEMEHCTBOTO, 3a 3aKpuja Ha JCTETO W 3a 3allluTa Ha HETOBUTE IpaBa M
HWHTEpECH.

CernacHo KonBenumara na OOH 3a mnpaBara Ha [eT€TO, POJUTEIUTE HMAaT
I'BPBOCTENIEHHA OTTOBOPHOCT 32 OCUTYpsBaHE BHCIIUTE HMHTEpECH Ha JETeTo Aa ObaaT
IBPBOCTENEHHO choOpakeHue. Poautenute wium, crmopes ciiydasi, 3aKOHHHTE HAaCTOWHHIIM,
MOMEYUTENN WM JPYTH JUUA, NPU KOUTO JETETO € HAaCTaHEHO, HOCAT OTFOBOPHOCT 3a
OTIJIKAAHETO U PA3BUTHUETO HA JIETETO.

JIbpxaBaTa, Upe3 HEHHUTE OpraHu, TpsiOBa Ja MpeanpreMe MOIXOASIIN CTHIIKY, 32 J1a
MOJKPENHU POAUTENNUTE MPU U3IMBIHEHUETO HA TEXHUTE OTTOBOPHOCTU. AKO HSIKOM POIUTENH
HE MOraT WIM C€ 3aTpyJHSIBaT, TO B TE€3W CiIy4aul C€ HAMECBAT OTIOBOPHUTE IAbpPKABHU
WHCTUTYIIMH, 32 Jla OCUTYpST CIIa3BAHETO Ha MpaBaTa Ha JETETO U 3aJ0BOJIIBAHETO Ha
HErOBUTE HYXIU. 3abXKEHUE Ha JIbp)KaBaTa € OCUTYpsIBaHE Pa3BUTHUETO HA WHCTUTYIIHH,
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3aBeicHUsT HW YCIyrd. B Ta3u Bpb3ka poJsiaTa Ha O0Opa30BATCIIHUTE WHCTUTYIIMH €
M3KIIOYMTETHO Ba)KHA M KIIFO4OBA. Te MoraT Ja JompHHEcaT 3a 0Oy4eHHETO M MPEBEHLIUATA
Ha PHUCKOBETE HE CaMO Ha JieliaTa, HO U Ha POJUTEIUTE, KaTo MO TO3W HAYMH MOTaT Jia HMat
JIBOIHA T0J13a 3a Jierara. B Ta3u mocoka HACTOSAIIMTE MpaBUIIA, JaBaT OCHOBHH MO3HAHUS 32
OTIACHOCTHUTE, KOUTO KPHE BUPTYAIHOTO MPOCTPAHCTBO C IIEJI OCUTYpSIBAaHE 3aKpuiaTa Ha
JICTETO OT BPEIHU 33 HEro MHPOpMAaIsl, MaTePUAIN U KOHTAKTH.

OcHOBHUTEe MPUHIMMHU 32 paboTa B KOMITIOTHPHATA MpPEKa B JIETCKA TpajWHA U
VYUJIUINE U B UHTCPHET Ca:

1. PaBeH nocThI HA BCHYKH JICTIA U YICHUIIH;

2. 3ammra Ha Jenarta ¥ YIeHUIIUTE OT BPEIHO WIIM HE3aKOHHO ChABPKAHHUE U
nH(pOpMaNKs KaTo: CaMOHAapaHsIBaHE, ThPTOBHS ¢ HAPKOTHUIIM, Xa3apT, MpOIAraHJupaHe Ha
BpE/HH M ONTACHU HABUIU U JCHCTBUS KaTO aHOPEKCHsI, OyIMMUsI, IOpHOTpadwsi, ToJIeprupanHe
Ha pa3myar (popMH Ha HACHWIIME, MPOTIOBSAIBAHE HA TEPOPU3BM, €THHUYECKA M PEIUTHO3HA
HETOJICPAaHTHOCT, CAMOYOHUICTBO H JIp.;

3. 3audTaHe W 3alIWTa HA JIMYHATA HEMTPHUKOCHOBEHOCT;

4. TloaroroBka M KOHTPOJ Ha JIeN[aTa U YICHUIIUTE 32 O€3011aCHO U OTTOBOPHO
MOBEJICHNE OHJIANH;

5. ChTpymHHYECTBO B AyX Ha TOJEPAHTHOCT M JOOPOHAMEPEHOCT MEXIY JETCKaTa

rpaguHa/yIrIAIeTO U POAUTEIINTE/HAaCTOHHUITUTE.

KommiorbpHara Mpeka B JeTCKa TpajMHa H YYWIMINE C€ W3MO0J3Ba B
MeIarOTHYECKUTE CUTYallnd M y4eOHM YacoBe camo 3a oOpazoBaTenHH nenu. LlsmaTa Mpexa
oOxBalla KOMITIOTPUTE, CBBpP3aHU C KaOelnHM W/Miu O€3KUYHH BPB3KU, CUTYHpPAHU B
KOMITFOTHPHHUTE KaOMHETH, 00OPY/ABaHM KJIIACHU CTaW M aJIMUHUCTPATUBHUTE IMOMEIICHHS Ha
oOpasoBaTellHaTa MHCTUTYIIUS, KAKTO W yCTpolcTBaTa (MEPCOHAIHN CMapTOHH, JIANITOTH U
TabneT) ¢ 0€3)KUYEH JOCTHIT 0 HHTEPHET.

Jeuara u ydeHMIIUTe UMaT [IPaBo Ha:

1. PaBeH nocThn 10 MpexaTa Ha oOpa3oBaTesHaTa UHCTUTYIUS, C U3KIIIOUCHHE Ha
KOMITIOTPUTE B aIMUHUCTPATUBHUTE MIOMEIICHHUS.

2. Pabota c ycTpoiicTBaTa (KOMIIOTPH, JIAIITOTIM M TaOJIETH) B MpeKaTa C
MOJIKperaTa Ha MneJaroruuecky CreruaiucT.

3. OOyuenue 3a 6e30MacHO U OTTOBOPHO MOBEJICHHE B MpeKaTa Ha oOpa3oBaTenHaTa
WHCTUTYIUS U B UHTEPHET.

4., HWudopmanums 3a mpaBuiata 3a padboTa B Mpexara.

5. CurypHa uugpoBa cpeia B JeTcKaTa rpaJuHa U YUUIUIIETO.

6. Ilon3BaHe Ha MOOWIIHUTE CH YCTPOICTBA U3BBH yueOHUS Mpoliec (IOYMBKATa U
MEXAy4acusrTa), a Mpyu U3PUYHO yKa3aHHE Ha YUYUTe]d — U B y4yeOHMs Yac/menaroruyeckara
CUTYaIUs 3a [eIUTe Ha Y4eOHUs TPoIiec.

BAYKHO! IlpaBunara 3a 6e3omacHa paboTa B UHTEPHET, KOUTO JelaTa U YYCHULIUTE
ca 33JbJDKEHH Jia Clla3BaT, C€ MOCTaBAT HA BHJHO MsCTO B oOpa3oBaTellHaTa MHCTUTYLHUA,
KaKTO M B KOMIIOTHPHUTE KaOMHETH, Taka U Ha caiiTa Ha JeTCKaTa IpaJuHa/yduiuiiero. B
HA4yajloTO Ha YydyeOHAaTa TOJMHA MO TMOAXOMAAIN HAUYMH BCHUYKH Jela ¢ TEXHHUTE
POAUTENHN/HACTOMHUIIN/TIONIEYUTENIM CE 3amo3HaBaT ¢ TsaX. llemaro3ure mepuoOAMYHO
HAMOMHSIT 32 TSIX U 32 CUTYPHOCTTA B UHTEPHET B MOAXOAAIH GOPMHU U ACHHOCTH, B KOUTO CE€
BKJIIOUBAT JIe11aTa/yUeHUIIUTE U POJIUTEINTE UM.

Yacr |. OTroBopHOCTH Ha PBKOBOAUTEJHTE HA 00pa30BaTeIHUTe UHCTHUTYIHUH,
HA NPO(eCHOHAJMCTUTE, padoTem ¢ Jena M ¢ HH(POPMANMOHHO-KOMYHMKAIMOHHU
texnooruu (UKT)

JIupeKTopbT Ha/y4UIHILIETO:

1. Opranusupa JelHOCTTa MO U3IBIHEHUETO Ha Te3H MpaBUIIa, U OCUTYPSIBa JOCTBII
70 KOMIIOTbpHAaTa Mpexka, e()eKTUBEH M MOCTOSHEH KOHTPOJ, IUIAHMPAHETO HAa MEPKH IO
OpraHu3alusTa 3a cra3BaHe Ha MpaBWiaTa 3a padoTaTa Ha JelaTa U yIeHUIUTe B MpexaTa 1




3alKUTa OT BPEAHO MJIM HE3aKOHHO ChAbPKAHUE B UHTEPHET.

2. OcurypsiBa py TEXHHYECKa Bb3MOXKHOCT IIPOCIIeIsiBaHe Ha Tpaduka,
OCBIIECTBSIBAH Ype3 MpeKaTa Ha 00pa3oBaTeIHATA HHCTUTYIIHS.

3. Tlpu xoHCTaTHpaHE HA CITy4ad HAa KHOEPTOPMO3, HE3aKOHHO ChIABPKAHUE U
MOBEJICHUE B MpekaTa Ha oOpa3oBaTeIHATA MHCTUTYLUS W/WIM B WHTEPHET YyBEIOMSBA
He3a0aBHO KOMMETeHTHHTe opranun — Jupekmws ,,CommanHo ToanoMaraHe”, 1o
MecTonpeOrBaBaHe Ha JIeTeTo U | maBHa aupeknus ,,bopda ¢ opranm3upanara MpecThIHOCT,
CHeIHaAM3upaHusIT oTaen ,,Kuoepnpecrennoct Ha MBP. B Te3u cinydam okasBa HYKHOTO
CHICUCTBHE HA KOMIIETEHTHUTE OPraHd C 1€ YCTAaHOBSBAaHE HA U3BBPIUIUTEIUTE W
npeArnpueMa MEepKH 3a MPOTHUBOJCHCTBUE M IpPEMaxBaHE HA CHOTBETHOTO ChIBPKAHHUE OT
Mpekara Ha oOpa3oBaTesHaTa HHCTUTYIHSA. Mojke Ja TojydaBa U KOHCYJITAHTCKA TIOMOIII OT
Hanmonanuus neHTsp 3a 6€301aceH HHTEPHET.

4. Opra"usupa B HAYAJIOTO HA BCSKa yueOHA TOJIMHA 3all03HABAHE Ha JeraTa u
YUYCHHITUTE U POJUTEINTE/HACTOMHHUITUTE C MpaBHUiiaTa 3a 0e301acHa paboTa B Mpexara.

5. OcwurypsiBa OTTOBOPHO JIUIIE (CIY)KUTEI I HACT BHHIICH CIEIHAJIKCT), KOCTO Jia
M3IBJIHSBA (YHKIIMUTE Ha CUCTEMEH aIMUHUCTPATOD.

Yuurennre, ne1aroruyecKuTe CNenUaJIMCT U PLKOBOAUTEINTE M0 HATIPABJIEeHHE
HUKT ca nrexHT fa:

1. PaszscusBar mpaBuiaTa 3a 6€30MacHO ¥ OTTOBOPHO MOBEICHUE MPH paboTa B
MpexaTa Ha oOpa3zoBaTeHaTa HHCTUTYIIUS U B HHTEPHET.

2. OchIIecTBSABAT MOCTOSTHHO HAOJIOICHUE W KOHTPOJI BBPXY padoTaTta Ha Jerara u
YUYCHHITUTE B MpekaTa Ha oOpa3oBaTeIHaTa MHCTUTYIUS B Y4€OHO BpeMe.

3. Tlpeampuemar He3a0aBHM MEPKH 3a MIPEYCTAHOBSIBAHE HA JIOCThIIA HA JeriaTa u
YUEHHUIUTE 10 HE3aKOHHO U BPEAHO ChIbpPKaHUE B MpexaTa.

4. YBemomsBaT He3a0aBHO JMPEKTOpA HA JeTCKaTa rpagrHa/yduiIuIIeTo Mpu
HapylllaBaHe Ha IpaBHJiaTa, Cliydal Ha KMOepTOpPMO3 WM MPHU YCTAaHOBSIBAHE HAa HE3aKOHHO U
BpPEAHO ChIbPKaHUE WM TIOBEICHUE B MpexaTa.

5. Oka3Bar nmojkpena Ha Jera ¥ YUCHHIH — 00EKT Ha KHOepTOpMO3, upe3
II'bPBOHAYaNIHA TICUXOJIOTHYECKa MOJKpena OT YYMJIUIIHMS TCHXOJIOT, 4pe3 pa3roBOp OT
CTpaHa Ha MeJaror B JIeTCKaTa rpajiiHa 3a CHU)KaBaHE Ha HAIIPEKEHUETO y AETETO.

6. Curnamusupar npu HeoOxoaumocT Jlupekius ,,ConnaiHo moarnomMarase’ mo
MECTOKMBEEHE Ha JIETeTO/YUYeHHKa C el OIICHABaHE Ha HY)KJaTa OT Haco4YBaHE KbM
COILIMAJIHY YCIIYTH 3a OKa3BaHe Ha MOCJeBalla MoAKpena.

CHCTeMHHUSIT aIMUHHCTPATOP (CIYKHUTEN B 00pa3oBaTeIHATA HHCTUTYIINSA ):

1. OcurypsiBa o6mara 6e30macHOCT ¥ (YHKITMOHATHOCT HAa MpeKara.

2. Ilpeanara u mpuiiara MepKy, OrpaHAYaBally JOCThIIA HA JelaTa U YYCHUIIUTE JI0
BpEIHO WJIM HE3aKOHHO CbhIbp)KAaHHE M TOBEACHHE B MHTEPHET B CHOTBETCTBHE C
JeMCTBAIIOTO 3aKOHOAaTeNCTBO Ha Penybnuka boarapus.

3. H3BwpuiBa nepuoauyeH Mperie] Ha KOMIIIOTEPHATa Mpeka Ha oOpa3oBaTenHaTa
WHCTUTYIUS 32 HAJIMYUE HA BB3MOXKHH 3aIUIaXH UM PUCKOBE 3a CUTYPHOCTTA Ha Jerara u
YUEHUIUTE MPU padoTa B UHTEPHET.

4. Cnenu Tpaduka, OCHIIECTBABAH Ype3 KOMITIOTHPHATA MpEka Ha 0Opa3oBaTeIHaTa
WHCTHUTYIIHS.

5. Ilpeanpuema He3a0aBHU MEPKH 3a MPEYCTAHOBSIBAaHE HA JIOCTHIIA HA JeraTa u
YUEHHULIMTE 10 HE3aKOHHO U BPEJIHO ChABPIKaHHE B Mpexara.

6. VYBemowmsiBa He3a0aBHO TUPEKTOPA Ha JeTcKaTa rpaJiHa/yIUIUIIEeTO P CIydan
Ha KuOepTopMoO3, HapyllaBaHe Ha MpaBWIaTa WIM NP YCTAaHOBSBAHE Ha HE3aKOHHO
ChAbpKaHUE WU MOBEJICHHUE B MpEKarTa.

7. CoueiicTBa 3a yCTaHOBSIBaHE HA M3BBHPIIUTENN HA KHOSPTOPMO3 | MpHUIIara MEpKu
3a OTpaHWYaBaHe HA TAKUBA CIIydYau.

Yacr Il. IIpaBa u 0TrOBOPHOCTH HA POAUTEIHTE




Poapurenure umar mnpagso 1a:

1. TlomyuaBaT uHGOpPMAIIKS 32 PUCKOBETE U 3allIaXUTe 3a 0€30MIaCHOCTTA Ha
TEXHUTE Jiella Ipy paboTa B MHTEPHET B JIETCKATa TPaIiHa/ yUUIHIIETO U BKBIIH.

2. bwaar cBoeBpeMeHHO HH(OPMHUPAHH, aKO IETETO UM € 0OEKT Ha KHOepTOpMO3 B
JeTcKaTa rpauHa/yqauTHIIeTo.

3. VYyacTBar ChbBMECTHO C PHKOBOJICTBOTO Ha 00pa3oBaTeIHATa HHCTUTYLUS TIPU
pa3pelaBaHe Ha BCEKH KOHKPETEH MPo0JieM, CBbP3aH C HapyllaBaHe Ha MpaBHIIaTa OT CTPAaHA
Ha TCXHUTE JIera.

4. VYyacTBaT ChC CBOM MPEIOKCHUS B ONIPEICIITHETO HA MPABUIIaTa U MEPKUTE 32
0€30IMacHO M3MOJI3BaHE HA MHTEPHET B JIETCKATa rpaiuHa/yqMIHAIIETO.

5. Tomydar undopmarus 3a HHGOPMAITMOHHO-CUTHATIN3AIMOHHH TIAT(HOPMH KaTo
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com; www.safenet.bg;
www.facebook.com/bgcybercrime.

Pogurenure HOCAT OTTOBOPHOCT JIa:

1. TlomorHaT Ha AE€TETO CH Ja U3rPaJld yMEHHS 3a OHJIAH 00IIyBaHe 1 0e30macHO
W3I0JI3BaHE HA HHTEPHET.

2. OchbIIecTBIBAT MOCTOSTHEH KOHTPOJI 32 CHTYPHOCTTA Ha JIETETO CH B MHTEPHET.

3. TlIposBsBar mHTEpEC KbM aKTUBHOCTTA Ha JETETO CH B MPEKaTa, BKIIOYUTEITHO U
Ch37aBaHETO Ha MPOPWIA B COIMATHU MPEXKH H PETHCTPAllMM B CAaWTOBE W MOOWITHHU
MPWIOKECHHS, KAKTO ¥ Ja Pa3siCHAT TOCIEJACTBUATA OT CBH3JaBaHETO  W/WIIH
PasnpoCTPaHCHUETO HA OTIPEICIICHO ChIbpKAHHE.

4. Tlpwm ycraHOBsIBaHE, Y€ JCTETO MM € KEePTBa HAa KHOEPTOPMO3, Ja CUTHATM3HPAT Ha
otaen ,,KubepnpecrbmHocT” KbM [ TaBHa nupeknus ,,bopbda ¢ opranusupaHaTa mpecThITHOCT
(http://www.cybercrime.bg/bg), 17001 IlenTbpa 3a Oe3omaceH HHTEPHET
(https://www.safenet.bg/), kakTo u MoraT aa MOTHPCAT ChaekcTBUE OT Jupekuus ,,CoruaaIHo
MoANoMarane® mo MeCTOXXHUBEEHe Ha JETETO C IIeJl OKa3BaHE Ha MCHUXOJIOTHYECKa MOAKpera
Ha gnereto. B To3u ciyuail Tpa6Ba 1a yBedOMAT' M IupekTOopa Ha o00OpasoBaTreiHara
WHCTUTYIIHS.

5. CobxpaHsBar 37paBeTO Ha JETETO, KaTO MPOCIEISBAT BPEMETO 3a U3IMOI3BAaHE Ha
WUHTEPHET.

6. VYBemomsT AupeKTOopa Ha 00pazoBaTEIHATAa MHCTUTYIIHS, KOraTO UM CTaHe
W3BECTHO, Y€ JIETeTO UM € OOEKT Ha TOpMO3 OT JAPYro JeTe, C KOETO € B €IHO U ChIIO
YUUIIHILIE.

Yacr Ill. O6mu nmpaBuia 3a Oe3omacHo oOLIyBaHe B HHTEPHeT 3a jenara u
yuyeHuure (a1anTHPAHU 32 TSX)

Kato nere m ydeHMK CBbM JUIBXKEH Ja CIa3BaM CIEAHUTE MpaBWia. AKO ce
3aTpyJHSABAaM B TAXHOTO pa3zdMpaHe, Mora Jia Mojy4a MOAKpena OT POIUTEN WK OT YYHUTEN, 32
1a My ObIaT OOSICHEHU

1. Jla He naBam nuuyHa MH(OPMAIMS: UME, aJpec, MapoJia OT eJIEKTPOHHA MO1Ia,
npoui1 B colMagHa Mpexa, JHU4YeH Tele(oHEeH HOoMep, JAeTCKaTa rpaJuHa/yduwIHLIeTo, B
KOETO y4a.

2. Jla He naBam uH(popMaIus 3a MectopaboTaTa UM JIUUYEH U CIIy>KeOeH TeaepoHeH
HOMEp Ha pOJUTENUTe, HACTOWHUIINTE, OIU3KUTE, PUATEITUTE, ChYYEHUIIUTE U MIO3HATUTE CU
0e3 TAXHO pa3peleHue.

3. Jla He u3mpainaM M J1a He KauBaM OHJIAH CBOM CHUMKH M BHJea, 6e3 Mpeau ToBa
1a € 00CBHJICHO M B3€TO PEIICHUE C POAUTEINTE MH.

4. la He m3MmpalaM U J1a He KayBaM OHJIaliH CHUMKH U BHJlea Ha TPUsATeNH,
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ChYYCHHUIIN, POJTHUHY, YUUTENH, OJIN3KH, TIO3HATHU U JIp., 0€3 MpeIn ToBa J1a € 00CHICHO C THX,
a B CJIydauTe, KOraTo c€ Kacae 3a MOU NPUATEIH, ChYUYCHUIH, JIa € ChIVIACYBAHO OT TSIXHA
CTpaHa ¥ C POJUTEIINTE UM.

5. Jla He OoTroBapsM M J1a HE OTBAPSIM MpHKaueHH (haillioBe Ha eJIEKTPOHHA IO,
MOJIydeHa OT HEMO3HAT mojaTtesd. TS MoXe Ja ChObpkKa BUPYC HIM Jpyra 3JI0BpeaHA
porpaMa, KOosiTO Jla YBpPEId KOMIIOThpa/TenedoHa/TadiieTa Wi J1a TO HAllpaBH ySI3BUM 32
BBHIICH JIOCTBII.

6. Ille ce mockBeTBaM C POAUTEINTE CU/YIUTEN, MIPEIU A CBANIS WIA HHCTAIHPAM
HOBa MPOTpamMa/TIIPUIIOKEHIE HAa KOMITIOTHP, Tene(oH, TabaeT, KakTo U He MPaBs HUILO, KOETO
MOXKE J1a YBpPEeIH KOMITIOThPA WM Ype3 NAJCHO JICHCTBUE Ja C€ Pa3KpHUAT JaHHU 3a MCH H
CEMEMCTBOTO MH.

7. Hemiara, kKouTo TIpaBsi B MHTEPHET, HE TPOBa Ja BPEAST HA APYTU X0Opa WK J1a
MPOTHBOPEYAT Ha YCTAHOBEHHUTE MpaBuiIa (4acT OT TAX ca YPEACHU B 3aKOHH).

8. V3BecTHO MU e, 4e € 3a0paHeHO J1a Ce U3I0JI3Ba YYXKJIO MMOTPEOUTEIICKO ME,
napoJia ¥ eJIeKTPOHHA TIOIA.

9. Jla He muIIa ¥ J]a HE KAYBaM HUIIO, KOETO MOXKE Jia € OOMIHO WJIM YHU3UTEITHO 32
MEH WJIH 32 JPYTH X0opa.

10. He3abaBHO mHpOpPMHUpPAM BB3pACTeH (POIUTEN, YIUTEN, TUPEKTOP,
MeIarOTHYECKH ChBETHHK), KOTaTo MOTaHa HAa MaTepUaid, KOUTO ME KapaT Ja ce€ 4yBCTBaM
HEyI00HO WJIM Ha MAaTepHAIA C BPETHO HMJIM HE3aKOHHO ChIbpXKaHUE, KOSTO MOXKeE Ja ObJIe
nmopHorpadus, MPOMOBSIBAHE HAa HACWIUE W TEPOPU3BM, CTHHYECKA W PEIUTHO3HA
HETOJICPAHTHOCT, ThPTOBHS C HAPKOTHIIH, Xa3apT | JIp.

11. /la He oTroBapsiM Ha CHOOIIEHUSI, KOUTO ca OOWTHH, 3aTIAITUTETHA, HETIPUINIHA
WM M€ KapaT Ja ce 4YyBCcTBaM HeyaoOHo. WMudbopmupam poauTenuTe CH/KIACHUS
PBHKOBOJUTEIN, YUUTEN, AUPEKTOP, MEAATOTUYECKU ChbBETHHK 3a TAKHBA ChOOILIEHUSI.

12. Axo HsKOU Me OOWK/Ia MJIM TOPMO3HU OHJIalH, HE OTroBapsiM. JlokimaiBam ro Ha
OTTOBOPEH BB3PACTEH (POAUTEN, YUUTEN, IUPEKTOP, MEAAroTHYECKH ChbBETHUK). Mora u cam
Ja JOKJIaJBaM, Karo IoJlaM CHUTHaJl Ha caMus CalT WIM Ha TIOCOYEHHUTE aJpecH:
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com;
www.facebook.com/bgcybercrime; www.safenet.bg u ro 6aokupam. JloOpe ¢ ma Hampass
BeJHara eKpaHHa CHHUMKa (CKPUHHILOT) HAa CHOTBETHHS PasrOBOpP WIU ChIbpXKAHUE KaTo
€JIEKTPOHHO JI0KA3aTeJICTBO, KOETO IMpeAaBaM Ha OTrOBOPEH Bb3pacTeH (POAUTEN, YUHTED,
JMPEKTOP, MEAarorndeCcKy ChBETHHUK).

13. BaumaBam, korato pasroBapsiM B yaT. [lomus mpaBuiio Nel: gye xopara oHJIaliH HE
BMHAru ca TE3W, 32 KOUTO C€ MpPEJICTaBAT W MOraT Jia ThpCAT ompenesieHa uHbopMaius, C
KOATO Ja 3J0YMOTPeOsAT ¢ MEH UM ¢ Apyrute xopa. [IpaBuno No2 e ye He mpaBsi HUIIO Ha
JPyr 4YOBEK B MpeKaTa, KOETO HE UCKaM Jla MU Ce€ CIIy4d U Ha MEH.

14. Axo ce cmyuu Ja momnajaHa Ha HHGOpPMAIUS WK APYro ChIbpKaHue B Mpexara,
KOETO HE MU XapecBa WJIM M€ IUIAlM [0 HSAKAaKbB HA4YMH, MOra Ja IOoJiaM CUTHall Ha
JNeHOHoIHaTa u Oe3raTHa HammonanHaTta TenedonHa auHuUA 3a aena 116 111, Ha otaen
,,Kubeprnpecrbraoct™ na I'/JIBOIT (http://www.cybercrime.bg/bg), na Ilentbpa 3a Ge3omacen
UHTEpHET Ha ajpec: Www.safenet.bg, wmm Ha Texuus tenedon 124 123, wnu npe3 yar-moayna
Ha Www.Safenet.bg .

15. TpsiOBa na He mpHeMaM CpeIlH C JIUIA, C KOUTO ChbM Ce 3allo3Hall/a B UHTEPHET,
OCBEH CJIe]l ChIVIacueTo Ha poauTenure Mu. [loMHs, ye Xopara, ¢ KOMTO ce 3alo3HaBaM
OHJIalfH, HE BUHArHW ca TE€3U, 3a KOUTO ce mpeacTaBsaT. OmUTBaM ce BHHATU Ja MPOBepsSBaM
Jlalid YOBEKBHT OTCpellla HAaUCTHHA € TO3H, 32 KOTOTO CE€ IMPEACTaBs upe3 MpOBepKa MO HMeE,
MMEiJ, CHUMKa W KOHTPOJIEH BBIIPOC, HAa KOWTO OW TpsOBano Ja 3HAae OTroBOpa, ako €
HaucTuHa To3u. [Ipu cCbMHEHHE MOKe Jla TT0aM CUTHAI WITH J1a IOTHhPCs CHBET Mpe3 caiiTa Ha
LlenTbpa 3a Oe3omaceH nHTepHET WWW.Safenet.bg.

16. M3mon3BaM HACTpOIKMTE 3a 6€30MACHOCT U 3allluTaTa Ha TUYHHUTE JAHHU Ha
COIMAITHUTE MPEXKH, MOOUITHUTE MIPUIIOKEHUS U Opay3bpHTe.
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17. Nsnon3Bam (yHKIMATA 32 6e30macHO chpdupane. Jla He mocenaBam caiTose B
UHTEPHET, KOUTO Ca ChC ChIbPKaHUE, HEMOAXOAAIIO 3a IETCKA ay IUTOPUSL.

18. M3non3BaMm TpyaHHU (ABJITH, C TIABHU U MAJIKU OYKBU, HIU(PH U CIIEHUATHU
3HALIM) ¥ Pa3JIM4HU 32 BCEKH CaliT NapoJIH.

19. M3nmon3BaM aHTUBUPYCHA MpOTpama, KOATO Clie[Ba PEAOBHO 1€ ce OOHOBSBA.
3aelHO C OTrOBOPHUTE BB3PACTHU (POJUTEN, YUUTEN, AUPEKTOP), MOIbPKAM IOCIETHUTE
aKTyaJIM3UpaHU BEPCHU HA BCUYKH MPOTPaMH M MIPUIIOKEHUSI.

20. Axo mo3Bam 00T KOMIIOTPH, BUHATH MTPOBEPSBAM JaH ChM H3JIA3bJ/ U337
oT mpoduia cH, Cliel KaTo CBHPIIN 4yaca. B ciyuaii, ue Hameps yCcTpOICTBO, Ha KOETO JPYT
YUEHHK € padoTHIiI, HO HE € 3aTBOPHII mpoduia cH, BeIHara me u3Jissa 0e3 Ja Mmperiiexiam,
MIPOMEHSIM WK A00aBsiM HH(pOpMAIs B IpoQuiia My.

21. TpsabBa na ©MaM IpEIBHI, Y€ KOTaTo IMyOJIMKyBaM HEBSIpHA M M30TIaueHa
nH(popmalus 3a ApYyr 4YOBEK, JOPH C sicHATa MUCHII, Y€ TOBA € 11Iera, ToBa MOXKe Jia I0BEJIE 10
3n0ynoTpeda U 10 HENPUSTHU IPEKUBIBAHUS 32 TO3U YOBEK.

CBBETHU 3A 3IPABETO
3a 1a paboTHUTE HA KOMIIOTHP, 0€3 J1a yBpeIUTEe CBOETO 3/]]paBe, pelyBail BpEMETO CH B
OHJIAMH ¥ o(JaiiH cpena, KaTo Cra3BalTe CICIHUTE MPaBHIIA:

3A IA HE YBPEJIUTE 3PEHUETO CH:

3a 1a He yBpeauTe 3peHUETO CH:

Pa3CTOSTHUETO MEXIY OYMTE U MOHUTOPA TPsIOBA Ja ObJI€ OKOJIO TIOJIOBUH METHD;
Pa3CTOSTHUETO MEXKy OUUTE U KJIaBUaTypata jJa 0b/ie OKOJIO MOJOBHH METHD;

BbPXY MOHUTOpA He TPsIOBA J1a ToMaja NpsKa cIbHUEBa CBETIMHA;

He paboTH B cTasi, KbJIETO UMa CMECEHa CBETJIMHA — CITbHYEBA U U3KYCTBEHA;

BpEIHO 3a OUHUTE €, aKO 3aJ MOHUTOpA J1a UMa Mpo3opel 0e3 MOopHu U 3aBECH;

3a Ja OTHOYMBAT OYUTE, OT BpEME Ha BpEME OTMECTBailTe morjiefa OT MOHHUTOpa H
TIOTJICXKIal TIpe3 po3operia Wik KbM Hall-JalleuyHusl Kpaid Ha cTasiTa BbPXY JajiedeH 00eKT;
v/ eMH IIBT B TOMHATA NPOBEPSBAl 3pEHUETO CU ITPU OYEH JieKap (0(TaniMoIor).

IIpu padora ¢ kI1aBuarypara:

v/ He mpersBail KUTKaTa, KOraTo MUILIEN;

v/ CcrbBaii JIEKO NPHCTUTE HA PhKaTa U OTIYCKal Maena;

v’ 1100pe € Ja Mu3MoJI3Ball KJaBruaTypa ¢ KIABMIIIU, KOUTO €a IO/ JIEK HAKIIOH.

v GropoTo TpsabBa 1a Obe CTAOUIHO ¥ YCTOMYHMBO Ha BUOPALIMH.

IIpu paéora ¢ MUIIKA:

AN NN NN

v MHIIIKaTa TpsAOBa J1a ObJie ¢ pa3Mepa Ha JJIaHTa;
v HE JBWKYA MHUIITKATa CaMo C Tajera U MaJIKUs IPbCT;
v MMOI3Ball IMOAXO0IS1a HOJI0KKA 32 MUIIIKATA.

CXEMA 3A YBEJOMSBAHE B CJIYUYAN HA KHBEPTOPMO3

CucremeH aiMUHHACTPATOP VYuuren, Bb3NUATATE,
(cmy>xuTen wiM BBHHIIEH PBKOBOUTEI
CTICIIUAJIHCT) Hanpasiyienue UKT,
JUPEKTOP, NEe1arOrNYECKU
- p P, Ponuren,
CIIELUAIUCT .
4 \ HaCTONHUK,

MOTIEYNTEIN, APYT
HoJiarail Ipyxu
3a JIeTeTO
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KPATBK PEUHUK U JOITBJHUTEJIHU CBBETH:

KAYBAHE U CIIOAEJISAHE HA CHUMKM — CHUMKH WM BUJEO HA JETE, YUCHHUK,
POAMTEI, YYUTEN, TUPEKTOP, TCUXOJIOT, PECYpPCeH YUHUTEN, OJM3KH, MPHUATEIH, MO3HATH WU
HETIO3HATH JIUIA ca MyOJWYHO JOCTHITHU M300paXEHUSI B MHTEPHET, KOUTO MOTaT Jia ca KaueHH
OT POJUTEIINTE WM JAPYTH YJICHOBE HAa CEMENCTBOTO, MPUATENIM, ChYYEHUIU U p. Te3u, KOuTo
ca T CIIOJIENMIA/KAaYiJId B HHTEPHET, MOXKE J1a UMaT U3ISUI0 JOOpH HaMEpEeHHS KbM HEro/Hesl.
Koraro ce kacae 3a CHUMKH, Ha KOUTO HE CT€ aBTOp, CBHIIUTE HE MOTaT Ja ObJAT MOJ3BaHU U
MOMyJISIpU3MpaHn 0€3 ChIIacueTo Ha TeXHHWS aBTOp. Ho TakoBa chAbpKaHUE MOXE Ja
HaKbPHSBA JIMYHOCTTA U JOCTOMHCTBOTO Ha JUIETO. [IpenopbunTeIHO € MO0 HUKAKBB MOBOJ J1a
HE C€ KayBaT CHUMKHM Ha JETe, 3a KOMTO MMa M HaW-MaJIKOTO CbMHEHHE, Y€ MoTraT Ja My
HaBpeIsAT W 0e3 HeroBo chriacue. CHOEISIHETO HAa CHUMKH € YEeCTO CpEIlaHO SBJICHHUE B
COITMATHUTE MPEXKH, 3aTOBa OCHOBHA MPEMOPHKa € MOJOOHU CHHUMKH Jia C€ CHOJEAT CaMo C
XopaTa OT CIUChKA C MPUATEIH Ha YOBEKA, KOMTO MCKa JIa KAy CHUMKATa, U Olle Mo-100pe —
caMmo c rpynara Ha Hail-OJHM3KU MPHUSATENU OT pealHHs KUBOT. BaxHO e, Koraro ce CHHUMa CbhC
cMapT(doH, 1a ce yBEepHUTe, Ye CHUMKHUTE HE C€ KauBaT aBTOMATHYHO B Ipo¢uia Ha POAUTENS WU
JeTeTo B caiiToBe Karo MHcTarpam Hanpumep. B npoduinre cu B connamHuTe Mpexu TpsiOBa aa
CT€ CUTYpHHU, Y€ CT€ HACTPOMJIM JOCTHIIA JO CHUMKUTE CH Taka, 4e Jla C€ BIXKAAT CaMoO OT
npustenute Bu. Cpmoro ce oTHAaca W 3a HACTPOWKUTE Ha OOJIAYHU YCIYTH, B KOUTO CE
ChIIBPKAT CHUMKU U HHPOPMAIIHSL.

OAJININBU HOBUHMU - Cp3natenute Ha GaniiiBi HOBUHH M3MOJI3BAT TPAJAULIMOHHH
MEIMWHA TOXBAaTH 3a IMPUBIMYAHE BHUMAHUETO HA YWUTATENs, HANpUMEpP MPOBOKUPALIU
3arjaBusi, HO yCIsBaT Ja ro 3abmyasaT U Ja ro Hakapar Ja MoBspBa, 4e WH(OPMAILUATA, KOSTO
YyeTe, € MCTUHCKA.

Kak na pasnosnaemM ¢pajmuBuTe HOBUHH:

e [IpaBere paznuka MexXIy XyMOPUCTUYHHU U CEPUO3HU HOBUHAPCKH cailToBe. 3anuTaiTe ce —
MO3HaBaTe JIM MeausTa U umate 1 u jaosepue? IlpoBepeTe nanm 3ariiaBUETO, KOETO YECTO €
TPBMKO U IIOMIIO3HO OTrOBaps Ha ChbAbPKAHUETO HA HOBUHATA,

e [IpoBepere ganu KypHATHCTHT € MOCOYNI KOHKPETHO U3TOYHHMKA HA WH(OPMAIIUS WIH
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uHpopmanuara ce Oazupa Ha apyra cratud. llpoBepere namu OCHOBHUST HM3TOYHHK Ha
uHbopManusa € JOCTOBEpEeH. BuHarm mornexjaaire Ha4ajaoTO WM Kpas Ha CTaTHTa, KBAETO
OOMKHOBEHO € TOCOYEH HM3TOYHMKBT Ha MH(popMmamms. AKo ce kKacae 3a uHpopMmamus, KOsSTO
NpOU3JIM3a OT JbpXKaBHA MHCTHTYLHUS, poBepeTe opuIManHaTta i CTpaHHWLa Aaidu (Qurypupa
Ta3¥ HOBMHA WIH MOTHPCETE €KCIEPT IO TeMara OT JaJeHaTa MHCTUTYLHUSA. AKO HE € II0OCOYEH
U3TOYHMK, € PEJIHO Jla CE ChbMHSBATE B JOCTOBEPHOCTTa Ha HOBMHATa. B moBeueTo JOCTOBEpHU
MaTepualli Ce MOCOYBa HaYMHA Ha chOMpaHe Ha WHPOpMAaNMsATa W aBTOpa Ha MyOIMKalusTa.
[IpenoppunTeIHO € 1a ce CpaBHU MHPOPMALUATA, aKO € MyOJMKYBaHA B PA3INYHN U3TOYHHIIH,

e AKo nomnaJHeTe Ha cTaTus, MyOJIMKyBaHa B HEMO3HAT 3a Bac OJor, a UHpopMalusaTa He €
THpaXKMUpaHa HUKBJE Jpyraje, ToBa € 3HaK, 4e HOBUHATa Moxe O0u e ¢anmuba. Bunaru tepcere
U Jpyrd pe3ylTratd IO TemMaTa, a ako T€ ca MajJKO WM HHUKaKkBU, HO-100pe He
pa3npocTpaHsABaliTe HOBUHATA,

e [lIpoBepere garara Ha myONMKaLUATA, Thil KATO YECTO CTAPU U HEAKTYAIIHU HOBUHHU C€
IycKaT KaTo HOBH.

OHJIAMH (KUBEP)TOPMO3bT mupesicTaBisBa H3ION3BAHETO HA MHTEPHET 3a
HaHACcsHE Ha €MOIMOHAIHA Bpela BbpXY APyru xopa. TOpMO3bT B UHTEPHET MOXKE J1a UMa
paznuuHu opmu. Toll Moxke a MHHaBa IMpe3 pa3NpOCTpaHsSBaHE Ha MOJUTpPaBaTEHU U
0OMTHU CHUMKHU U BUJCOKJIMIIOBE B CAWTOBE 3a CIOJIEISTHE HA BUICOCHAbpKaHUE KaTo Vbox7
u YouTube, ch3maBane Ha dammuBu npoduin ¢ OOMAHO CHABPKAHUE B COLMATHA MPEKH
kato Ask.fm, ®elicOyk u MHcTarpaM, KakTo ¥ B ChbOOIIEHHSI U U300paKEHUS B MPUIIOKEHUS
3a komyHuKamus kato Ckaiinm u BaifObp, miam B M3MpamaHeTo Ha OOWIHU CHOOIICHUS U
KOMEHTapH, B ChILIUTE CaliTOBE U MIIaTHOPMHU.

KPAJKBATA HA MMPO®UJI (xakHaT mpodua) npencTapisiBa MPHUCBOSBAHETO Ha
qyXKJ TOTpeOUTEICKH TpodiI B collMagHa Mpexa, Iuiargopma 3a oOmryBaHe (Hampumep
®elicOyk), enekTpoHHA Toma Wik aApyr caiT. Kpakbara craBa Bb3MOXKHA 4Upe3 BIM3aHE C
MpaBWJIHATA TapoJia M HeWHaTa MOAMSIHA C HOBa M HEWU3BECTHA 3a YOBEKa, Ha KOTOTO
npuHauIekn npohuasT. Be3MOKHO € cien kpakbOara mpodmibT ga ce u3moi3Ba Oe3
3HAHMETO U CHIIACHETO Ha IMbPBOHAYAIHUSA COOCTBEHUK. AKO Ha JieTe MOJ 3aJbJKUTEHATa
3a TIOBEYETO COLMAIHU MPEXH Bb3pacT oT 13 ronuHu (Ta3u BB3pACT € TakaBa, 3all0TO MO-
rojisiMaTa 4acT OT HOIYJISIPHU COLMATIHU MPEXH ca aMEepPUKAHCKH U MpaBuiaTa 3a MoJi3BaHe ca
CbOOpa3eHH € aMEPUKAHCKOTO 3aKOHOJATEJICTBO) C€ Ch3JaBa COOCTBEH IMpodun BbHB
®elicOyk, MHOTO € BaXKHO IpU M300pa Ha BB3pacT Aa ce u3depe moxa 18 roguHu, Thil KaTo 3a
HEI'BJIHOJIETHUTE MOTPEOUTENN UMa BaXKHU JOMTBIHUTEIHU 3aIIUTH.

KPAXKBATA HA JIMYHU JAHHMU e BuJl KOMIOIOTBPHO MPECTBIUIEHUE, PU KOETO
ce mpuaoOMBaT YyKIU JIMYHU JaHHU C IeJ1 (MHAHCOBA M3MaMma WM 3J0ymnoTpeba Karo
TerJieHe oT 0aHKOBa CMETKa, WM KaHIUAATCTBAHE 3a KPEIUT OT UyXJ0 uMe. Ta3u omnacHOCT
M0 TMPHHIIMII HE 3acsra Mo-MaJIKUTe JIela, KOUTO He MPUTEKABAT JIMYHU JTOKYMEHTH, OaHKOBU
cMeTKu uiu kaptu. Ho mpu TuiiHeimxbpure Haj 14-romuiiHa BB3pacT TO3M PHUCK CTaBa
aKTyaleH.

®OUIIHUHI' ATAKUTE ca naii-pasnpocTtpaneHara ¢opma Ha VHTepHET M3Mama u
IIMPOKO H3MOJ3BaH TOXBAaT OT KOMIIIOTHPHU MPECTHIIHUIM 34 TMOJy4aBaHE Ha BakKHA
uHpopmanusa. ToBa mpecTbiieHHe ce Hapuya ,.bumuHr’ (,phishing” — "3apubsBane”,
npousnusa ot fishing — pubooB), 3al0TO €NEKTPOHHUTE CHOOIIEHHUS, KOUTO C€ pa3mpaliar,
ca Karo ,,BBAMIM  C OCHOBHA II€N MMOJIydyaTelUTe Jla ce ,,XBaHAT Ha TIX MOpaad CBOATA
HEOTIMTHOCT ¥ HEOCBEJOMEHOCT, Karo UM OTroBopar. [lpu ¢ummHra wu3MaMHUIUTE
pasmpaiar eleKTpOHHA IMOINa, KOSTO MpeTeHAHpa, Y€ HJBAa OT MOYTeHAa KOMMIAaHHUS U ce
OmHWTBa Ja yOemu moiy4yaTens JAa JajJe BakHA IJIMYHa uiu ¢uUHAHCOBA WH(OpMAIUs.
EnexTpoHHOTO CHOOIIEHHE OOMKHOBEHO MOJH Ja C€ HM3MPATIT JIMYHU JaHHU U JaHHHU 3a
0aHKOBa CMETKa B OTrOBOp WJIM Ja C€ BbBeJaT Ha yeOcailT, KbM KONTO mMMa Bpbh3Ka. Te3u
JAHHH ca HaIpUMep NOTPeOUTEICKH UMEHa, TTApOJId ¥ HOMepa Ha KPEAUTHU KapTH.

KAK CE ITA3BAPYBA BE3OITIACHO B UHTEPHET? Ilpenu na mazapyBate OT
€IIEKTPOHEH MarasuH, € IMOJIE3HO Ja OObpHETe BHUMAaHWE HATUYHA JIM € WHpopMarus 3a



uMeTo, aapeca u TenedoHa Ha ThproBena. He mnpomyckaiite na mpoBepuTre W Jaid
JOCTaBUUKBT € IOCOYMJI M3PUYHO IPaBOTO BU 1Mo 3aKk0oH a ce OTKaXeTe OT NOopbuKara B
pamkute Ha 14 nuu. Ilomesno Om GOm0 Ja mpodereTe BBB (OPYMHTE OT3UBU OT JAPYTH
noTpeduTeNN, KOUTO BEYE ca Ma3apyBaiy OT BBIIPOCHUS €IEKTPOHEH Mara3uH, KbM KONTO cTe
ce HacOYMWIH. THProBenbT € JUIHKEH Ja Bu mHpOpMUpa 32 OCHOBHHUTE XapaKTEPHCTUKU Ha
BCSAKa OT NpeIJiaraHUTe OT HEro CTOKM M yciyru. Toil TpsOBa Ja mocouYM TAXHATA IIEHA C
BKJIFOUEHU BCUYKH JAHBIU U TAKCH, KAKTO U CTOMHOCTTA HA MOLEHCKUTE WK TPAHCIIOPTHUTE
pas3xojau, ako HE Ce BKIIIOUECHM B KpaifHarta 1ieHa. Ha caiita ciienBa ga Ob/ie MOCOUEH HAUUHBT
Ha IUTalllaHe, JI0OCTaBKa M M3IbJIHEHHE Ha JoroBopa. Bamie npaBo € 1a BbpHETE, 3aKyleHara
OT €JIEKTPOHEH Mara3mH CTOKa, aKo ce OKaxe JedeKkTHa. PexmamanusaTa cu 3a 1eeKTHa CTOKa
clle[iBa Jla MPEAsIBUTE B HIKOU OT OOEKTHTE Ha ThProOBELd, OT KOHTO CTE sl 3aKyHNWIH. AKO
THProBeU’bT YBa)XKM pekiamanusTa Bu, B pamkure Ha Mecel TpsiOBa WU Ja PEMOHTHpA
6e3rutaTtHO 3a Bac cTokara unu Ja s 3aMeHu ¢ HOBa. B ciydail ue He ycnee Aa CTOpH €1HO OT
JIBETE, CJe/lBa WIM Jla Hamalld 1eHaTa, WM Ja BbpHETE CTOKaTa, a ToW Ja Bu Bb3cTaHoBU
3amjaTeHara 3a Hes cyMa.

SAHIUTA HA KOMIMIOTBPHUTE MPEXH OT OITACHA EJIEKTPOHHA MMOLIA

1. He TpsibBa na ce mposiBsiBa MHUIMATHBA 32 NOJy4aBaHe HA UMEWI MucMa, MUHTEPHET
CTpaHUIM, KOUTO Mpeasarat O0e3njaaTHU WK IJIATeHU YCIYTU M CTOKH, YECTO Mpeasiaraiy aa
BU M3MpATAT MpoMoLuu no e-mail. OTkaxkete TakaBa yciyra.

2. Nmeilin aapechT ce crojels camo npu Hyxaa. Koraro ce mpenmaBa 1mo €IWH WA
Jpyr MOBOJ, C€ BHHMaBa 3a CIEAHMUTE JBE Hellla: IbPBO JaJId OpraHU3alusaTa WIK YOBEKbT,
KOUTO T0 TOJy4aBaT, II€ BH M3IPATHU HEXEJIaH HMEN; BTOPO, MOXKE JIU J]a C€ pa3uura, 4e
HUMeN aJipechT HAMa J1a ObJie 1aJieH Ha TPETO JIULIE.

3. He ce oTBapAaT umennute B HexenaHa nomia. Hukora He ce oTBapsiiTe NpUKayeHU
(haiimoBe B ChOOIICHHUS OT HEMO3HAT M3Mpaiad. AKO He Ce To3HaBa UMETo B moJieto ,,OT”’, He
OTBapsIHTE MPUKAYCHUS (haii.

4. AKO ce MoJy4Yd HEO4YaKBaHO CHOOIIEHUE ChC CTPaHEH MpHKadeH (ailyl OT Mmo3HaT
u3npamiady, TO OM MOIJI0O Ja ChAbpPXKAa BUpYC. MHOTO 3J0BpeAHU MpOrpaMu ce
pa3npocTpaHsaBaT JO BCUYKM KOHTAaKTH, KOUTO HAaMEpPST B IOIIATA HA 3apa3eHUs KOMITIOTHP.
TakuBa cboOIIEHNS YeCTO UMAT CTpaHHA TeMa WM UMe Ha npukadeHus ¢ain. Yecto ToBa e
IIETOBUTO CHOOIIEHHE, HachpyaBallo IMoOJyyaTess Ja BHUIM KapTHMHKA WIM Ja Mpoyere
MpUKaYeH TeKCTOBHW (paiin. Bunarm u3uckBaiiTe MOTBBPKACHHE OT HM3Ipallaya, Mpead aa
OTBOPHUTE CHOOLICHUE WU NMPUKaYeH (ailsl OT TaKbB BUJ.

5. IlpoBepsiBa ce MBIHOTO MME Ha MpUKadeHHs ¢aitn. CKpUTUTE PasMIUPEHHUS OT
uMeTo Ha (aiima morar Aa 3abayIsaT Ja OTBOpPHUTE 3apa3eH IMpHKaueH (aiin oT umeilna.
Bunaru ce mpoBepsiBa aiau MMEHI NMPUIIOKEHUETO NMOKa3Ba MBJIHOTO MME HAa MPUKAYCHUS
(aiin, BKIIOYUTETHO pa3lIupeHneTo. Bupycu u uepBen morat Ja ce ChbAbpKaT BbB (haiioBe,
KOUTO M3IJIeKAAT KaTO KapTUHKU, HAmpuMmep ¢ pasmupenue .jpg. Ho e Bp3MOXHO 1a umat
CKPUTO pa3lIMpeHue, KaTo .exe Wiu .vbs KbM HMETO Ha (aiina, KOeTo o3HayaBa, ue
MpUKAYeHUAT (aill He € KapTHHKA, a Mporpama, KOSTO e Ce CTapTUpa, IIOM C€ OTBOPH
NpUKadeHus Qait.

6. BuumaBa ce c¢ dammuBuTe TMpeaynpexaeHus 3a Bupycu. DanmuBute
IpeIynpex/IeHus 3a BUPYCHU ca n3BecTHH KaTo "hoaxes". ToBa e (anmmBo cboOIIeHHE, KOETO
MO/IBEXK/Ia TOTPEOUTENNTE Aa BSIPBAT, Y€ ca MOJYYUTIU BUPYC U TH HachpuyaBa Ja Mpenparsr
MIPENYNPEKIEHUETO HA BCEKH, KOTOTO IO3HABAT.

7. He otBapsiiTe uMeis1, chAbpKall HeXelaHa pekiama. Tol Moxe nga Obne
U3II0JI3BAH 3a MpEeHacsHe Ha BUPYcH U depBer. OT choOpakeHUs 3a CUTYPHOCT Ou TpsiOBajo
Jla U3TpUBaTe BCHYKMU PEKIAMHHU CHOOLIECHMsS OT HEMO3HAT M3Ipaliady BejaHara, 0e3 Ja ru
OTBapsITE.

8. He ce usmois3Ba camo e€1Ha IOIIEHCKa KyTHsd 3a BCHUYKO. CHENMAIMCTUTE IO
KHOEpCUTypHOCT MPENophUBAT JIa C€ OTKPUBAT HAKOJKO Pa3IMYHU MOIIHU U J1a C€ pa3essT 1o
IIpeIHa3HaYCHHE.



9. U36saraaiiTe ChIIO Taka Ja Mpenpamare MucMa MEKIY HIKOJKO Ballld TMOMICHCKU
KYTHH.

10. He e mnpenopbuMTeNHO Ja c€ Mpernpamar MOucMa [0 HAKOJIKO YOBeKa
enHoBpeMeHHO. Oco0eHO TakuBa, OT TUMA - "IpenpareTe ro 10 7 4OBEKa U 1€ BU CE CIy4H
Helo xy6aBo" uiy "moMorHeTe Ha O0JIHOTO MU JIETe, KaTo MPENpaTHTe TOBA MICMO HAa MHOTO
X0pa, €M KO CH 1€ MU JaJe 3a BCEKHM 3 MMeWna 5 1eHTa, Hampumep. Te3u mucma ce
pasmpocTpaHsiBaT C 11 ChOMpaHe Ha JEUCTBUTEIHU HMMEWJ aJapecH, ThU KaTro Mpu
mperpamane, KbM MHUCMOTO c€ 100aBsAT aBTOMAaTHYHO W aJpPECHTE HA MPEJAHUTE MOTYIaTEeNH.
Cren HSKOJKO TIpenpamiaHus, B €IHO TaKOBa IMMCMO C€ ChOMPAT HAKOJIKO CTOTHUIM PEaTHH
MMEIIT azipeca, KOUTO CJIE]] TOBA Ce€ MPOJIaBaT Ha (PUPMH 3a CIIaM.

11. Ako Bce mak MCKare Ja MpenpaTUTe HIKAKBB TEKCT WM HH(POpPMAIUs, KOSTO CTE
MOJTY9IHITH, KOTTMPANWTEe TEKCTa U TO M3MpaTeTe KaTo HOBO mucMo. He mpenparaiite mpeaHoTo,
BBIIPEKH Y€ € MPUMaMITBO NO-JecHO. Taka mie mpema3uTe NpUusTeUTe CH OT OBICH CIIaM.

12. Ako mopaay HSIKaKBa NMPHYWHA IHPKUTE JIa MPEIPATUTE OPUTHHATHOTO MHUCMO,
cnoxere anapeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOW OT TOJydaTeIUTE
HsMa J1a BUJM agpecuTe Ha APYruTe moisiydarenu. [IpyumHaTa ma ro w3mossBare He € Jia
CKpHETe TIOTyJaTeNIuTe eIUH OT JAPYT, a Jia TH MpeanasuTe, B cIydail ue aapecHaTa KHUTa Win
EIIEKTPOHHATA TIOIa Ha HSIKOW OT TAX CTaHE OCTBIIHA HAa CHaM-00T (HampuMmep IOpajH
BHUpYyCHAa UH(EKIIN Ha KOMIIOThpPa MY).

13. Tlewanba ot noTtapusi: He cre credemi. CriaMbpUTe W3MON3BAT Hal-Pa3TMIHU
MpUMaMJIMBH 3arjaBusi HAa THCMaTa, 3a Jia HakapaT MoJydaTeis Ja TM OTBOpH. MHOTo
MOTpeOUTENIM HAUCTHHA OTBapAT MOJ00HM mucMa. Jlopw cied OoTBapsSHETO BeAHara jaa To
W3TPHETE, CAMOTO OTBapsSHE Ha MICMOTO O MOTJIO Jia TOTBBP/IH, Y€ aapechT € PEalcH U BUE
CT€ T'0 MOJIY4UIIH.

14. OtnucBaHe OT OIOJCTHH, 3a KOWTO HE IIOMHHUTE Ja CTE ce 3amMcBaid. YecTo
cpeliaH MeToJ, M3MOJI3BaH OT CHaMbpUTE 33 HaAMUPaHE HAa AKTHUBHHUTE MOIIEHCKU aJpecu.
N3npama ce OroyieTMH ¢ JWHK 3a oTmHcBaHe (yX) OT moJsiydaBaHeTo My. OTHHCBalKH ce,
BCBITHOCT MOTPEOUTENAT MOTBBPKIaBa, Y€ M3MOJ3BA MOIIEHCKAaTa KyTUs, C KOETO BeAHara
BIIM3a B cllaM JIUCTUTE. BMecTo na ce oTmucBare, OJOKUpaTe MOTy4aBaHETO HA MHCMa OT
TO3U afpec.

15. He otBapsiiTe mucma, kouto ca (umuHr ataku. Hai-moOpusaT HaumH na ce
3alUTUTE OT (PUIIHUHT aTaKu € KaTO HUKOra He OTBapATe (UILKHT MUCMa, HO YECTO € TPYIHO
Jla ce pa3no3Hae Koe nucMo € puimHr ataka. Moxkere Jja ru pa3no3Haere mo:

e O0pbmenueto e "Dear Customer" wim "Dear User", a He Bamero nme.

¢ B nucMoTo nuie, ye akayHTHT Bu 11e Ob/e npekpareH B ciiydaid, 4Ye He MOTBbPAUTE
JTaHHWUTE CH He3zabaBHO. /Hackopo cnambpuTe M3moi3Baxa mojgo0eH nmoxsar koraro Ckaii ce
cpuHa 3a 1 nen. Pasnpoctpanuxa choOIIeHNUs, Y€ CKANI 11e YUCTH HEaKTHUBHU aKayHTH U Ce
HCKallle J]a Ce pa3nparu choOIeHrne Ha ToHe 15 moTpeburens, 3a 1a ce J0Kaxe akTHBHOCT./

e VIMelIbT UBA OT aKayHT, IPUIUYALL, HO HE €THAKBB C TO3U, KOMTO U3I0JI3Ba
u3BeCTHA (UpMa, Opranuzanus 1 Ap. AKO He CTe CUTYPHHU JajiH MUCMOTO € (PUIIUHT WK HE,
Hai-100pe € Ja He OTBapsTe JMHKOBE, KOUTO ca MyOJNMKYBaHW B HEro, a Jia HalWIIeTe Ha
pbKa ajipeca Ha caiiTa, KOWTO BH € HEOOXOIUM.

¢ AKO CTe MOJy4MJIM TaKOBa MHCMO, 3a MPEANOYUTaHe € 1a OIoKUparte aapeca, OT KOMTo
e usnpateno. Koraro ro 6mokupare, Bue naBare yka3zaHusi Ha MOIIEHCKUAT KIMEHT, Y€ TOBA €
cnam u He TpsAbBa na ce mpuema. [loBedero moTpeduTenu ob6aye mMpoOCTO U3TPUBAT cramMa U
TOH MpOIbJKaBa Ja UBA B KyTHUSATA.

Hacrossmmre npaBumia ca pa3padorenu c oriel (popMupaHe Ha NOJUTHKH B
AeTCKUTe TPaIHHU M YYWIMINATA, KOUTO /Ja OPraHU3MpaT MH3MNO0JI3BAHETO HA
o0pa3oBaTe/IHUSI NMOTEHIHAJ KAaKTO HA KOMIIOTbPHATAa MpeXa Ha o0pa3oBaTejiHATa
HHCTUTYLHS, TAKA U HA I7100ajJHATA MpeXa, B ChYeTaHMe ChC CHCTeMa OT MepPKH 3a
CHUT'YPHOCT M 0€30I1aCHOCT Ha JeuaTa U ydyeHunure. [lpunaraneTo uM Ha NPaKTHKA LeJIU



NOBHIIABAHETO HA MH(OPMHPAHOCTTAa U JAUTMTATHATA TPAMOTHOCT Ha OOIIHOCTTA OT
iena, pOAUTeIH, yIUTe/IH, THPEKTOPH H CIYKUTeIH.>

2 [IpaBuiara ca ChIIaCyBaHU M pa3pabOTEHH U C yIaCTHETO Ha €KCTIEPTH OT OT/EN ,,KHOepIpecThIIHOCT KbM
I'maBna mupexnus ,,bop6a ¢ opranmsupanaTta npectbrHOCT” U ¢ LleHThpa 3a Oe30maceH HHTEPHET.



